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1 introduction

These lecture notes introduce the notion of secure multiparty computation. We introduce some
concepts necessary to define what it means for a multiparty protocol to be secure, and survey
some known general results that describe when secure multiparty computation is possible. We
then look at some general techniques for building secure multiparty protocols, including protocols
for commitment and verifiable secret sharing, and we show how these techniques together imply
general secure multiparty computation.

Our goal with these notes is to convey an understanding of some basic ideas and concepts
from this field, rather than to give a fully formal account of all proofs and details. We hope the
notes will be accessible to most graduate students in computer science and mathematics with
an interest in cryptography.

2 What is Multiparty Computation?

2.1 The MPC and VSS Problems

Secure multi-party computation (MPC) can be defined as the problem of n players to compute
an agreed function of their inputs in a secure way, where security means guaranteeing the
correctness of the output as well as the privacy of the players’ inputs, even when some players
cheat. Concretely, we assume we have inputs x1, ..., z,, where player ¢ knows x;, and we want
to compute f(x1,...,2,) = (Y1, .., Yn) such that player ¢ is guaranteed to learn y;, but can get
nothing more than that.

As a toy example we may consider Yao’s millionaire’s problem: two millionaires meet in the
street and want to find out who is richer. Can they do this without having to reveal how many
millions they each own? The function computed in this case is a simple comparison between
two integers. If the result is that the first millionaire is richer, then he knows that the other
guy has fewer millions than him, but this should be all the information he learns about the
other guy’s fortune. Another example is a voting scheme: here all players have an integer as
input, designating the candidate they vote for, and the goal is to compute how many votes each
candidate has received. We want to make sure that the correct result of the vote, but only this
result, is made public. In these examples all players learn the same result, i.e, y1 = ... = yp,
but it can also be useful to have different results for different players. Consider for example the



case of a blind signature scheme, which is useful in electronic cash systems. We can think of
this as a two-party secure computation where the signer enters his private signing key sk as
input, the user enters a message m to be signed, and the function f(sk,m) = (y1,y2), where
y1 is for the signer and is empty, and where g5 is for the user and the signature on m. Again,
security means exactly what we want: the user gets the signature and nothing else, while the
signer learns nothing new.

It is clear that if we can compute any function securely, we have a very powerful tool.
However, some protocol problems require even more general ways of thinking. A secure payment
system, for instance, cannot naturally be formulated as secure computation of a single function:
what we want here is to continuously keep track of how much money each player has available
and avoid cases where for instance people spend more money than they have. Such a system
should behave like a secure general-purpose computer: it can receive inputs from the players
at several points in time and each time it will produce results for each player computed in a
specified way from the current inputs and from previously stored values. Therefore, the definition
we give later for security of protocols, will be for this more general type, namely a variant of
the Universally Composable security definition of Canetti. Another remark is that although the
general protocol constructions we give are phrased as solutions to the basic MPC problem, they
can in fact also handle the more general type of problem.

A key tool for secure MPC, interesting in its own right, is verifiable secret sharing (VSS):
a dealer distributes a secret value s among the players, where the dealer and/or some of the
players may be cheating. It is guaranteed that if the dealer is honest, then the cheaters obtain
no information about s, and all honest players are later able to reconstruct s, even against the
actions of cheating players. Even if the dealer cheats, a unique such value s will be determined
already at distribution time, and again this value is reconstructable even against the actions of
the cheaters.

2.2 Adversaries and their Powers

It is common to model cheating by considering an adversary who may corrupt some subset of the
players. For concreteness, one may think of the adversary as a hacker who attempts to break into
the players’ computers. When a player is corrupted, the adversary gets all the data held by this
player, including complete information on all actions and messages the player has received in the
protocol so far. This may seem to be rather generous to the adversary, for example one might
claim that the adversary will not learn that much, if the protocol instructs players to delete
sensitive information when it is no longer needed. However, first other players cannot check that
such information really is deleted, and second even if a player has every intention of deleting for
example a key that is outdated, it may be quite difficult to ensure that the information really
is gone and cannot be retrieved if the adversary breaks into this player’s computer. Hence the
standard definition of corruption gives the entire history of a corrupted player to the adversary.

One can distinguish between passive and active corruption. Passive corruption means that
the adversary obtains the complete information held by the corrupted players, but the players



still execute the protocol correctly. Active corruption means that the adversary takes full control
of the corrupted players.

It is (at least initially) unknown to the honest players which subset of players is corrupted.
However, no protocol can be secure if any subset can be corrupted. For instance, we cannot
even define security in a meaningful way if all players are corrupt. We therefore need a way to
specify some limitation on the subsets the adversary can corrupt. For this, we define an adversary
structure A, which is simply a family of subsets of the players. And we define an A-adversary to
be an adversary that can only corrupt a subset of the players if that subset is in .A. The adversary
structure could for instance consist of all subsets with cardinality less than some threshold value
t. In order for this to make sense, we must require for any adversary structure that if A € A
and B C A, then B € A. The intuition is that if the adversary is powerful enough to corrupt
subset A, then it is reasonable to assume that he can also corrupt any subset of A.

Both passive and active adversaries may be static, meaning that the set of corrupted players
is chosen once and for all before the protocol starts, or adaptive meaning that the adversary can
at any time during the protocol choose to corrupt a new player based on all the information he
has at the time, as long as the total corrupted set is in A.

2.3 Models of Communication

Two basic models of communication have been considered in the literature. In the cryptographic
model, the adversary is assumed to have access to all messages sent, however, he cannot modify
messages exchanged between honest players. This means that security can only be guaranteed in
a cryptographic sense, i.e. assuming that the adversary cannot solve some computational prob-
lem. In the information-theoretic (abbreviated i.t., sometimes also called secure channels) model,
it is assumed that the players can communicate over pairwise secure channels, in other words,
the adversary gets no information at all about messages exchanged between honest players.
Security can then be guaranteed even when the adversary has unbounded computing power.

For active adversaries, there is a further problem with broadcasting, namely if a protocol
requires a player to broadcast a message to everyone, it does not suffice to just ask him to send
the same message to all players. If he is corrupt, he may say different things to different players,
and it may not be clear to the honest players if he did this or not (it is certainly not clear in
the i.t. scenario). One therefore in general has to make a distinction between the case where a
broadcast channel is given for free as a part of the model, or whether such a channel has to be
simulated by a subprotocol. We return to this issue in more detail later.

We assume throughout that communication is synchronous, i.e., processors have clocks that
are to some extent synchronized, and when a message is sent, it will arrive before some time
bound. In more detail, we assume that a protocol proceeds in rounds: in each round, each player
may send a message to each other player, and all messages are delivered before the next round
begins. We assume that in each round, the adversary first sees all messages sent by honest players
to corrupt players (or in the cryptographic scenario, all messages sent). If he is adaptive, he may
decide to corrupt some honest players at this point. And only then does he have to decide which



messages he will send on behalf of the corrupted players. This fact that the adversary gets to
see what honest players say before having to act himself is sometimes referred to as a rushing
adversary.

In an asynchronous model of communication where message delivery or bounds on transit
time is not guaranteed, it is still possible to solve most of the problems we consider here. However,
we stick to synchronous communication — for simplicity, but also because problems can only be
solved in a strictly weaker sense using asynchronous communication. Note, for instance, that if
messages are not necessarily delivered, we cannot demand that a protocol generates any output.

2.4 Definition of Security

How to not do it Defining security of MPC protocols is not easy, because the problem
is so general. A good definition must automatically lead to a definition, for instance, of secure
electronic voting because this is a special case of MPC. The classical approach to such definitions
is to write down a list of requirements: the inputs must be kept secret, the result must be
correct, etc. However, apart from the fact that it may be hard enough technically to formalize
such requirements, it can be very difficult to be sure that the list is complete. For instance, in
electronic voting, we would clearly be unhappy about a solution that allowed a cheating voter to
vote in a way that relates in a particular way to an honest player’s vote. Suppose, for instance,
that the vote is a yes/no vote. Then we do not want player P; to be able to behave such that
his vote is always the opposite of honest player P»’s vote. Yet a protocol with such a defect may
well satisfy the demand that all inputs of honest players are kept private, and that all submitted
votes of the right form are indeed counted. Namely, it may be that a corrupt P; does not know
how he votes, he just modifies P»’s vote in some clever way and submits it as his own. So maybe
we should demand that all players in a multiparty computation know which input values they
contribute? Probably yes, but can we then be sure that there are no more requirements we
should make in order to capture security properly?

The Ideal vs. Real World Approach To get around this seemlingly endless series of prob-
lems, we will take a completely different approach: in addition to the real world where the actual
protocol and attacks on it take place, we will define an ideal world which is basically a specifi-
cation of what we would like the protocol to do. The idea is then to say that a protocol is good
if what it produces cannot be distinguished from what we could get in the ideal scenario.

To be a little more precise, we will in the ideal world assume that we have access to an
uncorruptible computer, a so called Ideal Functionality F'. All players can privately send inputs
to and receive outputs from F'. F' is programmed to execute a certain number of commands, and
will, since it is uncorruptible, always execute them correctly according its (public) specification,
without leaking any information other than the outputs it is supposed to send to the players.
A bit more precisely, the interface of F' is as follows: F' has an input and an output port for
every player. Furthermore, it has two special, so called corrupt input and output ports, used for



communication with the adversary. In every round, F' reads inputs from its input ports, and
returns results on the output ports. The general rule is that whenever a player P; is corrupted,
F stops using the i’th input/output ports and the adversary then communicates on behalf of P;
over the corrupted input/output ports.

In the following, we will sometimes talk about a corrupted P; communicating with F', to make
the text easier to understand, but this should be taken to mean that the adversary communicates
on behalf of P; as we just described.

The goal of a protocol 7 is to create, without help from trusted parties, and in presence of
some adversary, a situation “equivalent” to the case where we have F' available. If this is the case,
we say that 7 securely realizes F. For instance, the goal of computing a function securely can be
specified by an ideal functionality that receives inputs from the players, evaluates the function
and returns results to the players. But in fact, any cryptographic task, such as commitment
schemes or payments systems can be naturally modelled by an ideal functionality.

In order to give a precise definition, we need to say exactly what we mean by the protocol
being “equivalent” to F'. Let us reason a little about this. A couple of things are immediately
clear: when F' is used, corrupting some player P; means you see the inputs and outputs of that
player - but you will learn nothing else. An active attack can change the inputs that P; uses,
but can influence the results computed in no other way - F' always returns results to players
that are correctly computed based on the inputs it received. So clearly, a protocol that securely
realizes F' must satisfy something similar.

But more is true: we want that protocol and functionality are equivalent, no matter in which
context the protocol is used. And we have to realize that this context contains more than just
the adversary. It also consists, for instance, of human users or computer systems that supply
inputs to the protocol. Or if the protocol is used as a subrutine in a bigger system, that system
is certainly part of the environment. So in general, we can think of the environment as an entity
that choses inputs that players will use in the protocol and receives the results they obtain. We
will define equivalence to mean that the entire environment cannot tell any essential difference
between using the protocol and using the ideal functionality.

Towards formalizing this, an important observation is that the adversary is not really an
entity separate from the environment, he is actually an integrated part of it. Consider for instance
the case where the protocol is used as a subrutine in a higher level protocol. In such a case,
the honest players may choose their inputs as a result of what they experience in the higher
level protocol. But this higher level protocol may also be attacked by the adversary, and clearly
this may give him some influence on the inputs that are chosen. In other words, the choice of
inputs at some point in time may be a result of earlier adversarial activity. A second observation
relates to the results that honest players compute. Again, if we think of the situation where our
protocol is used as a subrutine in a bigger construction, it is clear that the result an honest
player obtains may be used in the bigger contruction, and may affect his behavior later. As a
result of this, the adversary may be able to deduce information about these results. In other
words, adversarial activity now may be a function of results computed by the protocol earlier.



The Definition: Universal Composability The definition we give here is a variant of the
universally composable (UC) security definition given by Canetti in [8]. This definition builds
on several earlier works (see e.g. [1,24,6]). The variant is due to Nielsen[25] and adapts the UC
definition to the synchronous model of communication. We generalize it slightly here to cover
both the i.t. and the cryptographic scenario.

We now go to the actual definition of the model:

The real world contains the environment Z and the players Py, ..., P, all of whom are modelled
as interactive Turing machines (ITM’s). The players communicate on a synchronous network
using open channels or perfectly secure pairwise communication as specified earlier. In line with
the discussion above, the environment Z should be thought of as a conglomerate of everything
that is external to the the protocol execution. This includes the adversary, so therefore Z can do
everything we described earlier for an adversary, i.e., it can corrupt players passively/actively
and statically /adaptively, according to an adversary structure A. This is called a A-environment.
The players follow their respective programs specified in protocol m, until they are corrupted
and possibly taken over by Z. In addition to this, Z also communicates with the honest players,
as follows: in every round Z sends a (possibly empty) input to every honest player, and at the
end of every round each honest player computes a result that is then given to Z.

When the protocol is finished, Z outputs a single bit, the significance of which we will return

to shortly. In addition to other inputs, all entities get as intitial input a security parameter value
k, which is used to control the security level of the execution, e.g., the size of keys to use in
the cryptographic scenario. To fully formalize the description, more details need to be specified,
such as the exact order in which the different ITM’s are activated. Details on this can be found
in the appendix.
The ideal world contains the same environment we have in the real world, but there are no
players. Instead, we have an ideal functionality F', and a simulator S. As mentioned above, F'
cannot be corrupted, and it will be programmed to carry out whatever task we want to execute
securely, such as computing a function. Recall that we described the interface of F: F' has an
input and an output port for every player in the real protocol, and corrupt input/output ports,
for communication with the environment/adversary.

The whole idea is that the environment Z we looked at in the real world should be able to act
in the same way in the ideal world. Now, Z has two kinds of activities. First, it is allowed to send
inputs to the honest players and see their outputs. We handle this by relaying these data directly
to the relevant input/output ports of F'. Second, Z expects to be able to attack the protocol by
corrupting players, seeing all data they send/receive and possibly control their actions. For this
purpose, we have the simulator S. Towards Z, S attempts to provide all the data Z would see
in a real attack, namely internal data of newly corrupted players and protocol messages that
corrupted players receive. We want Z to work exactly like it does in the real world, so therefore
S must go through the protocol in the right time ordering and in every round show data to
Z that look like what it would see in the real world. S is not allowed to rewind Z. The only
help S gets to complete this job is that it gets to use the corrupt input/output ports of F, i.e.,



towards F', it gets to provide inputs and see outputs on behalf of corrupted players. Concretely,
as soon as Z issues a request to corrupt player P;, both S and F' are notified about this. Then
the following happens: S is given all input/outputs exchanged on the i’th input/output ports of
F until now. F then stops using input/output port number i. Instead it expects S to provide
inputs “on behalf of P;” on the corrupt input port and sends output meant for P; to S on the
corrupt output port. One way of stating this is: we give to .S exactly the data that the protocol
s supposed to release to corrupt players, and based on this, it should be possible to simulate
towards Z all the rest that corrupted players would see in a real protocol execution.

It is quite obvious that whatever functionality we could possibly wish for, could be securely
realized simply by programming F' appropriately. However, do not forget that the ideal world
does not exist in real life, it only provides a specification of a functionality we would like to have.
The point is that we can have confidence that any reasonable security requirement we could come
up with will be automatically satisfied in the ideal world, precisely because everything is done by
an uncorruptible party - and so, if we can design a protocol that is in a strong sense equivalent
to the ideal functionality, we know that usage of the protocol will guarantee the same security
properties — even those we did not explicitly specify beforehand!

We can now start talking about what it means that a given protocol 7 securely realizes ideal
functionality F'. Note that the activities of Z have the same form in real as in ideal world. So Z
will output one bit in both cases. This bit is a random variable, whose distribution in the real
world may depend on the programs of 7, Z and also on the security parameter k and Z’s input
z. We call this variable REAL;, z(k,z). Its distribution is taken over the random choices of all
ITM’s that take part. Similarly, in the ideal world, the bit output by Z is a random variable
called IDEALF g 7(k,z). We then have:

Definition 1. We say that w A-securely realizes F, if there exists a polynomial time simulator
S such that for any A-environment Z and any input z, we have that

|Pr(REAL; pgy(k,2) =0) — Pr(IDEALp s Adv(k,2) = 0)]
1s negligible in k.

Here, negligible in k means, as usual, that the entity in question is smaller than 1/f(k) for any
polynomial f() and all sufficiently large k.

Some remarks on how to intepret this definition: The output bit of Z can be thought of as
its guess at which world it is in. So the definition basically demands that there is a simulator S
using not too much computing power such that for every environment in which the protocol is
used, the protocol can be replaced by the ideal functionality without the environment noticing
this. So in this sense, the definition says that using the protocol is “equivalent” to using the
ideal functionality.

For instance, the definition implies that the protocol does not release more information to
corrupt players than it is “allowed to”: in the ideal world, the simulator S gets results for
corrupted players directly from F, and based on only this, .S can produce a view of the protocol



that looks exactly like what corrupt players would see in the real world. The definition also
implies that honest players get correct results: this is automatically ensured in the ideal world,
and any mismatch in the real world could be detected by Z so that the definition could not be
satisfied.

There are several possible variants of this definition. The one we gave requires so-called
statistical security, but can be made stronger by requiring that the two involved probabilities
are equal for all &k, and not just close. This is called perfect security. In both cases we consider all
(potentially unbounded) adversaries and environments. This fits with the i.t. scenario. For the
cryptographic scenario, we need to restrict adversaries and environments to polynomial time,
and we will only be able to prove protocols relative to some complexity assumption - we then
speak of computational security.

Composition of Protocols The most useful feature of universally composable security as
defined here is exactly the composability: Let us define a G-hybrid model, as follows: G is
assumed to be an ideal functionality, just like we described above. A protocol 7 in the G-hybrid
model is a real-world protocol that is also allowed to make calls to G through the usual interface,
that is, honest player P, may privately specify inputs to G by sending data directly to the i’th
input port, and G returns results to P; on the i’th output port. If the environment corrupts a
player, it uses the corrupt input/output ports of G to exchange data on behalf of the corrupted
player. The model allows the protocol to run several independent instances of GG, and there is no
assumption on the timing of different calls, in particular, they may take place simultaneously.

Of course, ™ may itself be a secure realization of some ideal functionality F', or put another
way: m describes how to implement F' securely, assuming functionality G is available. This is
defined formally in the same way as in Definition 1, but with two changes: first, we replace in
the definition the real world with the G-hybrid model. And second, the ideal world is modified:
the simulator must create a setting that to the environment looks like a protocol execution in
the G-hybrid model, even though no G is available. So therefore all messages Z wants to send
to G will go to the simulator S, and S must then create responses “from G”.

Now suppose we have a protocol p that securely realizes G in the real world. We let 7” denote
the real-world protocol that is obtained by replacing each call in 7 to G by a call to p. Note
that this may cause several instances of p to be running concurrently. We make no assumption
on any synchronization between these instances. Then we have the following, which is proved in
the appendix:

Theorem 1. If protocol m in the G-hybrid model securely realizes F', and protocol p in the real
world securely realizes G, then protocol ©° securely realizes F' in the real world.

As we shall see, this result is incredibly useful when constructing and proving protocols:
when building 7, we can assume that ideal functionality G is “magically” available, and not
worry about how to implement it. When we build p, we only have to worry about realizing G,
and not about how the protocol will be used later.



3 Results on MPC

We now list some important known results on MPC. A remark on terminology: the security
definition works with an environment Z, that includes the adversary as an integrated part that
may potentially influence everything the environment does. It is therefore really a matter of taste
whether one wants to speak of Z as “the environment” or “the adversary”. In the following, we
will use both terms, but the formal interpretation will always be the entity Z as defined above.
Furthermore, when we speak below of “securely computing” a function, this formally means
securely realizing a functionality Fispo that is defined in more detail later.

3.1 Results for Threshold Adversaries

The classical results for the information-theoretic model due to Ben-Or, Goldwasser and Wigder-
son [4] and Chaum, Crépeau and Damgard [10] state that every function can be securely com-
puted with perfect security in presence of an adaptive, passive (adaptive, active) adversary, if
and only if the adversary corrupts less than n/2 (n/3) players. The fastest known protocols can
be found in Gennaro, Rabin and Rabin[19].

When a broadcast channel is available, then every function can be securely computed with
statistical security in presence of an adaptive, active adversary if and only if the adversary
corrupts less than n/2 players. This was first shown by Rabin and Ben-Or[29]. The most efficient
known protocols in this scenario are by Cramer, Damgard, Dziembowski, Hirt and Rabin [12].

The most general results for the cryptographic model are by Goldreich, Micali and Wigder-
son [20] who showed that, assuming trapdoor one-way permutations exist, any function can be
securely computed with computational security in presence of a static, active adversary cor-
rupting less than n/2 players and by Canetti et al. who show [7] that security against adaptive
adversaries in the cryptographic model can also be obtained, although at the cost of a signifi-
cant loss of efficiency. Under specific number theoretic assumptions, Damgard and Nielsen have
shown that adaptive security can be obtained without essential loss of efficiency, compared to
the best known statically secure solutions[17].

3.2 Results for General Adversaries

Hirt and Maurer [21] introduced the scenario where the adversary is restricted to corrupting any
set in a general adversary structure.

In the field of secret sharing we have a well-known generalization from threshold schemes to
secret sharing over general access structures. Hirt and Maurer’s generalization does the same for
multiparty computation. One may think of the sets in their adversary structure as corresponding
in secret sharing terminology to those subsets that cannot reconstruct the secret.

Let @2 (and @3) be the conditions on a structure that no two (no three) of the sets in the
structure cover the full player set. The result of [21] can be stated as follows: In the information-
theoretic scenario, every function can be securely computed with perfect security in presence of



an adaptive, passive (adaptive, active) A-adversary if and only if A is Q2 (@3). This is for the
case where no broadcast channel is available. The threshold results of [4], [10], [20] are special
cases, where the adversary structure contains all sets of size less than n/2 or n/3.

This general model leads to strictly stronger results. Consider, for instance, the following
infinite family of examples: Suppose our player set is divided into two groups X and Y of m
players each (n = 2m) where the players are on friendly terms within each group but tend
to distrust players in the other group. Hence, a coalition of active cheaters might consist of
almost all players from X or from Y, whereas a mixed coalition with players from both groups
is likely to be quite small. Concretely, suppose we assume that a group of active cheaters can
consist of at most 9m/10 players from only X or only Y, or it can consist of less than m/5
players coming from both X and Y. This defines an adversary structure satisfying @3, and so
multiparty computations are possible in this scenario. Nevertheless, no threshold solution exists,
since the largest coalitions of corrupt players have size more than n/3'. The intuitive reason why
threshold protocols fail here is that they will by definition have to attempt protecting against
any coalition of size 9m /10 - an impossible task. On the other hand this is overkill because not
every coalition of this size actually occurs, and therefore multiparty computation is still possible
using more general tools.

The protocols of [21] rely on quite specialized techniques. Cramer, Damgard and Maurer
[13] show that any linear secret sharing scheme can be used to build MPC protocols. A linear
secret sharing scheme is one in which each share is fixed linear function (over some finite field)
of the secret and some random field elements chosen by the dealer. Since all the most efficient
general techniques for secret sharing are linear, this gives the fastest known protocols for general
adversary structures. They also show that the Q2 condition is necessary and sufficient for MPC
in the cryptographic scenario.

4 MPC Protocols

In this section we will sketch how to show some of the general results we listed above. More
precisely, we wil look at ways to securely realize the following functionality, where we assume a
threshold adversary that can corrupt at most ¢ players, and the function to be computed is a
function f: ({0,1}*)" — ({0,1}*)"

Some notation: when we say that a functionality receives a message of form (P; : mes), this
means that if P; is honest at this point, mes was received on the i’th input port, and if P; has
been corrupted, P; : mes was received on the corrupt input port, i.e., it was sent by environment
or simulator as a message on behalf of a corrupted player.

Functionality Fj;pc
The behavior of the functionality depends on two integer parameters InputDelay, ComputeDelay,
that are explained in more detail below.

! Tt can be shown that no weighted threshold solution exists either for this scenario, i.e., a solution using threshold
secret sharing, but where some players are given several shares.



1. Initially, set z; = L (the empty string) for ¢ = 1..n.

2. In the first round, collect all messages received of form (FP; : Input,v), and let I be the set
of P;’s occurring as senders. If I includes all honest players, set z; = v, for each P; € I and
send “Inputs received” on the corrupt output port. If I does not include the set of honest
players, send all internal data to the corrupt output port and stop.

If in a round before round number InputDelay, (P; : change,v’) for corrupt player P; is
received, set x; = v’ (note that we may have v’ = 1.)

3. If any non-empty message is received from an honest player after Step 2, send all internal
data to the corrupt output port and stop. Wait Compute Delay rounds, then set (y1, ..., yn) =
f(x1,...,xy,), send y; to P; (on the ¢’th output port if P; is honest, and otherwise on the
corrupt output port).

Two remarks on this functionality: The intended way to use the functionality is that all honest
players should send their inputs in the first round (along with those corrupt players that want
to contribute input), and after this point no honest player should send input. The functionality
is defined such that security is only required if it is used as intended. If anything else happens,
all internal data are revealed (to environment or simulator) and it becomes trivial to simulate.
The reason for the peculiar way to define the input step is to model that honest players must
know from the start what input they contribute, but a corrupt player need not be bound to its
inout until after InputDelay rounds, and may for instance start the protocol honestly and then
stop. The functionality waits for ComputeDelay rounds before it sends the results out. This is
to model the fact that the protocol implementing the actual computation takes some number of
rounds to finish.

To build a concrete protocol for this problem, we assume that a fixed finite field K is given,
and that the function we want to compute is specified as an arithmetic circuit over K. That
is, all input values are elements in K and the desired computation is specified as a number of
additions and multiplications in K of the input values (or intermediate results). This is without
loss of generality: Any function that is feasible to compute at all can be specified as a polynomial
size Boolean circuit using, for instance, and, or and not-operations. But any such circuit can be
simulated by operations in K: Boolean values true or false can be encoded as 1 resp. 0. Then
the negation of bit b is 1 — b, the and of bits b,V is b- b’ and the or becomes 1 — (1 — b)(1 —¥/).

The only necessary restriction on K is that |K| > n, but we will assume for concreteness
and simplicity that K = Z, for some prime p > n.

Our main tool to build the protocol will be Secret Sharing, in particular Shamir’s scheme,
which is based on polynomials over K. A value s € K is shared by choosing a random polynomial
fs() of degree at most ¢t such that fs(0) = s. And then sending privately to player P; the value
fs(7). The well known facts about this methods are that any set of ¢ or fewer shares contain no
information on s, whereas it can be reconstructed from any ¢ 4+ 1 or more shares. Both of these
facts are proved using Lagrange interpolation:



If h(X) is a polynomial of degree at most [ and if C' is a subset of K with |C| =1+ 1, then

h(X) =) h(i)s(X),

e’
where §;(X) is the degree | polynomial such that, for all i,j € C, §;(j) = 0if i # j and 6;(j) =1

if # = j. In other words,
X i

jecuzi Y
We briefly recall why this sholds. The right hand side ;. h(i)d;(X) is clearly a polynomial of
degree at most [ that on input ¢ evaluates to h(i) for ¢ = 1,...,n. Therefore, if it were not equal

to h(X), the difference of the two polynomials would be a non-zero polynomial whose number
of zeroes exceeds its degree - a contradiction.

Another consequence of Lagrange interpolation is that if A(X) is a polynomial of degree at
most n — 1, then there exist easily computable values r1, ..., r,, such that

h(0) = rih(i).
=1

Namely, r; = 6;(0). We call (71, ...,7,) a recombination vector.
We are going to need the following simple fact about recombination vectors:

Lemma 1. Let (rqy,...,r,) be any recombination vector, and let I be any subset of {1,2,...,n}
of size less than n/2. Then there always exists an i & I with r; # 0.

Proof. Suppose we share values a, b resulting shares ay, ..., an, b1, ..., by, using polynomials f, g
of degree < t, where t is maximal such that ¢ < n/2. Then a1by, azbs, ..., apb, is a sharing of
ab based on fg which is of degree at most 2t < n — 1. If the Lemma was false, there would
exist a set I of size at most ¢ which could use r and their shares in a,b to compute ab, but this
contradicts the fact that any ¢ or fewer shares contain no information on a, b. O

Since the function we are to compute is specified as an arithmetic circuit over K, our task is,
loosely speaking to compute a number of additions and multiplications in K of the input values
(or intermediate results), while revealing nothing except for the final result(s).

Exercise. A useful first step to build MPC protocols is to design a secret sharing scheme with
the property that a secret can be shared among the players such that no corruptible set has any
information, whereas any non-corruptible set can reconstruct the secret. Shamir’s scheme shows
how to do this for a threshold adversary structure, i.e., where the corruptible sets are those of
size t or less. In this exercise we will build a scheme for the non-threshold example we saw earlier.
Here we have 2m players divided in subsets X,Y with m players in each, and the corruptible
sets are those with at most 9m/10 players from only X or only Y, and sets of less than m/5
players with players from both X and Y (we assume m is divisible by 10, for simpicity).



— Suppose we shared secrets using Shamir’s scheme, with ¢ = 9m/10, or with t = m/5 — 1.
What would be wrong with these two solutions in the given context?

— Design a scheme that does work in the given context. Hint: in addition to the secret s, create
a random element u € K, and come up with a way to share it such that only subsets with
players from both X and Y can compute u. Also use Shamir’s scheme with both ¢ = 9m/10
and t =m/5— 1.

4.1 The Passive Case

This section covers the i.t. scenario with a passive adversary. We assume a threshold adversary
that can corrupt up to t players, where ¢ < n/2. The protocol starts by

Input Sharing Each player P; holding input z; € K secret shares z; using Shamir’s secret
sharing scheme: he chooses at random a polynomial f of degree < ¢ and sends a share to
each player, i.e., he sends f(j) to P;, for j =1,...,n.

We then work our way gate by gate through the given arithmetic circuit over K, maintaining
the following

Invariant All input values and all outputs from gates processed so far are secret shared, i.e. each
such value a € K is shared into shares aq, ..., a,, where P; holds a;. Remark: if a depends on
an input from an honest player, this must be a random set of shares with the only constraint
that it determines a. From the start, no gates are processed, and only the inputs are shared.

To determine which gate to process next, we simply take an arbitrary gate for which both of its
input have been shared already.

Once a gate producing one of the final output values y has been processed, y can be recon-
structed in the obvious way by broadcasting the shares y1, ..., y,, or if y is a value that should
go to only player P;, the shares are sent privately to P;.

It is therefore sufficient to show how addition and multiplication gates are handled. Assume
the input values to a gate are a and b, determined by shares a1, ..., a,, and by, ..., b,, respectively.

Addition For:=1,...,n, P, computes a; + b;. The shares a; + b1, ..., a, + b, determine a + b
as required by the invariant.

Multiplication For i =1,...,n, P; computes a; - b; = ¢;.
Resharing step: P; secret shares ¢;, resulting in shares ¢;1, ..., ¢in, and sends ¢;; to player P;.
Recombination step: For j = 1,...,n, player P; computes ¢; = Y ;- ri¢ij, where (rq,...,ry)
is the recombination vector. The shares ci,...,c, determine ¢ = ab as required by the
invariant.

Note that we can handle addition and multiplication by a constant ¢ by using a default
sharing of ¢ generated from, say, the constant polynomial f(z) = ¢. We are going to assume
that every output from the circuit comes out of a multiplication gate. This is without loss of
generality since we can always introduce a multiplication by 1 on the output without changing
the result. This is not strictly necessary, but makes life easier in the proof of security below.



Proof of Security for the Passive Case In this section, we will argue the following result:

Theorem 2. The protocol described in the previous section realizes Fyrpc in the i.t. scenario
with perfect security against an unbounded, adaptive and passive environment corrupting at most
t < n/2 players, and with InputDelay = 1 and ComputeDelay equal to the depth of the circuit
used to implement the function computed.

For simplicity, we show here a proof of security assuming that each player P; gets as input
a single value x; € K, and is to receive a single value y; € K. This generalizes trivially to the
case where inputs and outputs can be several values in K.

Recall that to prove security, our task is to build a simulator S which interacts with the
environment Z and the ideal functionality.

Since corruptions are passive, we may assume that Z specifies messages for corrupt players
to send by following the protocol, by definition of the model these messages are given to S, and
S must generate messages on behalf of honest players and show these to Z.

As aresult of this, the algorithm of S is as follows, where throughout, A denotes the currently
corrupted set, specified as a set of indices chosen from {1,2,...,n}:

1. Whenever Z requests to corrupt a new player P;, S will as a result see the inputs (if any)
specified so far for P; by Z and results received from Fj;pc (and will from now on learn future
inputs and outputs). Now, S will use this information to reconstruct a complete view of P;
taking part in the protocol up the point of corruption, and will show this view to Z. The view
must, of course, be consistent with what Z has seen so far. We describe this reconstruction
procedure in more detail below. Finally, we set A := A U {i}. Note that these corruptions
may take place at any point during the simulation below of input sharing, computation and
output generation.

2. In the first round, S will learn, by definition of Fj;pc, whether Z has used the functionality
correctly, i.e., whether it has specified inputs for all honest players or not. If not, all inputs are
revealed, and it becomes trivial to simulate. So we continue, assuming inputs were specified
as expected. S specifies arbitrary input values for corrupt players and send them to Fyspc
(this is no problem, we will learn the correct values soon).

In the next round, S does the following for each player P;: if 1 € A, record the shares Z has
generated on behalf of corrupt players, and reconstruct x; (which is easy by the assumption
that Z follows the protocol). Send (P; : change, z;) to Farpc.

If i ¢ A, choose t random independent elements in K send these to Z and record them for
later use. These elements play the role of the shares of x; held by corrupt players.

3. S must now simulate towards Adv the computation and reconstruction of the outputs. To
simulate the computation, S goes through the circuit with the same order of gates as in the
real protocol.

For each addition gate, where we add intermediate results a, b, each corrupt P; holds shares
a;i, b; (which are known to S). S now simply records the fact that P; now should add the
shares to get ¢; = a; + b;, and also records ¢; as the share of a + b known by P;.



For each multiplication gate, where we multiply intermediate results a,b, each corrupt P;

holds shares a;, b; of a,b. S sets ¢; = a;b;, watches perform Z a normal secret sharing of

¢; and record for later use the shares c;; generated. For each honest F;, S chooses random
values {c;;| P; € A} to simulate the resharing done by honest players and sends the values
to Adv. Finally, S records the fact that each corrupt P; now computes ¢; = > | 75¢;5, and

also records c; as the share of ab known by P;.

. To simulate the computation of the final result, S uses the fact that it knows from Fj;pc

the result y; for each corrupt P;. From the simulation of the circuit in the previous step, S

has created a value s; for each P; € A, and this value plays the role as P;’s share of y;.

S now computes a polynomial f,() of degree at most ¢ such that f,,(0) = y; and fy,(j) = s;

for all P; € A. Then S sets s; = f,,(j) for all P; ¢ A, and sends these values to Adv,

pretending that these are the shares in y; sent to P; by honest players.

. Finally, we describe how .S can reconstruct the view of a player P; taking part in the protocol

up to a given point, such that this is consistent with the data generated by S so far. This

can be thought of as a list of polynomials chosen by P; in order to secret share various values
and a list of shares received from other players. We describe how to do the reconstruction
when the entire computation has already taken place. This is without loss of generality: if

P; is corrupted earlier, we just truncate the reconstruction procedure in the natural way.

Input sharing We now know z;, the input of F;, and S has already specified random
shares r; for P; € A. Now choose a random polynomial f,,() of degree at most ¢ subject
to fz,(0) = x;, fz,(j) = rj. List fy,() as the polynomial used by P; to share x;. As for
inputs shared by another player Py, do as follows: if P, € A, a polynomial f;, () for xj
has already been chosen, so just list f;, (¢) as the share received by P;. If P, ¢ A, choose
a random value as the share in xj received by F;.

Additions We may assume that we already listed a;, b; as P;’s shares in the summands, so
we just list a; + b; as his share in the sum.

Multiplications The following method will work for all multiplication operations except
those leading to output values of already corrupted players, which are handled in the
next item. We may assume that we already listed a;, b; as P;’s share in the factors, so we
compute ¢; = a;b;. We now reconstruct P;’s sharing of ¢; in exactly the same way as we
reconstructed his sharing of x; above. We also follow the method from input sharing to
reconstruct the shares P; receives of ¢;’s of other players. Finally we can compute ¢;, BP;’s
share in the product following the normal interpolation algorithm from the protocol.

Output generation As for y;, the output of P;, this is now known from Fj;pc, and the
shares in ; held by corrupt players have been fixed earlier, so we follow the same method
for simulating the shares P; receives in output reconstruction stage that we already
described above.

For an output value y; of an already corrupted player P;, we have the problem that we
already showed to the adversary what was supposed to be F;’s share s; in y;. Recall we
assumed that any output y; comes from a multiplication gate. So we have to specify the
values involved in P;’s handling of this multiplication such that they will be consistent



with s;, but also consistent with the view of P; we generated so far. This is done as
follows: Let the multiplication in the circuit leading to y; be y; = ab, let a;,b; be the
shares in a,b we already specified for P;, and let ¢; = a;b;. The multiplication protocol
involves sharing ¢;, and this has already taken place, in the sense that .S has sent random
values ¢;; to players in A pretending they came from F;. So we now choose a random
polynomial fz () of degree at most ¢ such that fz (0) = &, fz(j) = cij,j € A, list this
as the polynomial chosen by P; for the multiplication. Finally, P; receives in the real
protocol shares c;;, for every j, and is supposed to compute his share in the product as
Si=. 5 TiCji- Of the c¢;;’s, we have already fixed the ones coming from corrput players,
{cjilj € A} and ¢;; = f5,(4), altogether at most ¢ values (P; has just been corrupted, so
there could be at most ¢t — 1 corruptions earlier). We now choose the remaining values
cji as random independent values, subject only to s; = ; T§Cji- So actually, we select a
random solution to a linear equation. By Lemma 1, there always exists a solution.

This concludes the description of S. To show that S works as required, we begin by fixing, in
both the real and ideal world, arbitrary values for the input and random tape of Z. This means
that the only source of randomness is the random choices of the players in the real world and
those of S in the ideal world. We claim that, for every set of fixed values, Z sees exactly the
same distribution when interacting with the ideal as with the real world, if we use S in the ideal
world as described above. This of course implies that the protocol realizes F;pc with perfect
security since Z will then output 1 with the same probability in the two cases.

What Z can observe is the outputs generated by the players, plus it sees the view of the
corrupt players as they execute the protocol. It will clearly be sufficient to prove the following
Claim: In every round j, for j = 0 up to the final round, the view of Z has the same distribution
in ideal as in real world, given the fixed input and random tape for Z.

We argue this by induction on j. The basis j = 0 is trivial as nothing has happened in the
protocol before the first round. So assume we have completed round j having produced some
correctly distributed view for Z so far. We need to argue that given this, what S shows to Z in
round j + 1 is correctly distributed.

Assume first that j 4 1 is not the final round. Then the only messages Z will see from honest
players are sharings of values they hold. This is simulated perfectly: both in simulation and in
real protocol, the adversary sees < t independent random values in K as a result of every such
sharing. Indeed, it is straightforward to show, using interpolation, that any vector of < ¢ shares
of a random threshold-t Shamir sharing consists of independent random values. The only other
source of information for Z is what it will see as a result of corrupting a player P; in round j+ 1.
Since round j + 1 is not the final round, the view reconstruction procedure will only execute
the input sharing, addition and multiplication steps. By definition of the model, we start with
the correct value of z;, and also with correctly distributed shares of inputs of other players. It is
then straightforward to see that the rest of the values in the view follow in a correct way from
the starting values.



Then assume that round j 4+ 1 is the final round. This means that Z will see results for
all players. In the ideal world, these results are computed according to the given function by
Fyrpe from the inputs specified by Z. But in the real world, one can check by straightforward
inspection of the protocol that all players will compute the same function of the inputs specified
by Z. In addition, Z will see the corrupted players’ view of the output reconstruction. Note that
by induction hypothesis, the shares in a final result y; held by corrupted players just before the
output reconstruction stage has the same distribution in simulation as in real life. If y; goes
to an honest player, nothing further is revealed. If y; goes to a corrupt player, observe that in
the real protocol, the polynomial that determines y; is random of degree at most ¢t with the
only constraint that it determines y; and is consistent with the shares held by corrupt players
- since by Lemma 1, at least one random polynomial chosen by an honest player is added into
the polynomial determining y;. It is now clear that the procedure used by S to construct a
corresponding polynomial leads to the same distribution. Finally, one can check by inspection
and arguments similar to the above, that also the output generation step of the procedure for
reconstructing the view of a newly corrupted player P; chooses data with the correct distribution,
again conditioned on inputs and random tapes we fixed for Z and everything Z has seen earlier.

Optimality of Corruption Bound What if ¢ > n/2?7 We will argue that then there are
functions that cannot be computed securely.

Towards a contradiction, suppose there is a protocol I1, with perfect privacy and perfect
correctness for two players P;, P5 to securely evaluate the logical AND of their respective private
input bits by, be, i.e., by A bo.

Assume that the players communicate using a perfect error-free communication channel.
One of the players may be corrupted by an infinitely powerful, passive adversary.

Without loss of generality, we may assume the protocol is of the following form.

1. Each player P; has a private input bit b;. Before the protocol starts, they select private
random strings p; € {0,1}* of appropriate length.
Their actions in the forthcoming protocol are now uniquely determined by these initial
choices.

2. P; sends the first message mq1, followed by P»’s message moj.
This continues until P has sent sufficient information for P, to compute r = by A by. Finally,
Py sends r (and some halting symbol) to Ps.
The transcript of the conversation is

T = (mi1,ma1, ..., M1y, Moy, 7).

For i = 1,2, the view of F; is
VieWi = (bi, Pi, T)



Perfect correctness means here that the protocols always halts (in a number of rounds ¢ that
may perhaps depend on the inputs and the random coins) and that always the correct result is
computed.

Perfect privacy means that given their respective views, each of the players learns nothing
more about the other player’s input ¢’ than what can be inferred from the own input b and from
the resulting function output r = b A V.

Note that these conditions imply that if one of the players has input bit equal to 1, then he
learns the other player’s input bit with certainty, whereas if his input bit equals 0, he has no
information about the other player’s input bit.

We now argue that there is a strategy for a corrupted P; to always correctly determine the
input bit by of Ps, even if his input b; equals 0, thereby contradicting privacy.

Let P; have input bit by = 0, and let the players execute the protocol, resulting in some
particular transcript 7.

If P, has input bit by = 0, he doesn’t learn anything about b; by privacy. Hence, the transcript
is also consistent with b = 1.

But if b, = 1, then by correctness, the transcript cannot also be consistent with b; = 1: in
that case its final message r is not equal to the AND of the input bits.

This gives rise to the following strategy for Pj.

1. Pj sets by = 0.

2. P and Py execute the assumed protocol I1. This results in a fixed transcript 7.

3. Py verifies whether the transcript 7 = (mq1,mo1,..., mi, ma, ) is also consistent with
by = 1.
The consistency check can be performed as follows. P; checks whether there exists a random
string o1 such that the same transcript 7 results, given that P; starts with by = 1 and 0.
P can do this with an exhaustive search over all o7 and “simulating” P, by having him
“send” the same messages as in the execution.
More precisely, he first checks whether (b = 1,01) leads to my;. If so, he “receives” Py’s
message mo1, and checks whether his own next message would equal ms2, and so forth, until
perhaps exactly the same transcript 7 results.
This process may take a long time, but that doesn’t hurt since we have assumed an all
powerful adversary.

4. If so, he decides that by = 0. Otherwise he decides that by = 1.

Similar arguments can be given if we relax the assumptions on privacy and correctness.

The assumptions about the players’ computational resources and the communication channel
are essential.

It can be shown that any of the following conditions is sufficient for the existence of a secure
two-party protocol for the AND function (as well as OR).

1. Existence of trapdoor one-way permutations.



2. Both players are memory bounded.
3. The communication channel is noisy.

In principle, this leads to secure two-party protocols for any function. For more information,
see for instance [14].

4.2 The Active Case

In this section, we show how to modify the protocol secure against a passive adversary to make
it secure also against active cheating. We will postulate in the following that we have a certain
ideal functionality Fe,p, available. This functionality can then be implemented both in the i.t.
and the cryptographic scenario. We consider such implementations later.

We note already now, however, that in the cryptographic scenario, Fr,, can be implemented
if t < n/2 (or in general, the adversary is (J2) and we make an appropriate computational
assumption. In the i.t. scenario we need to require ¢ < n/3 in case of protocols with zero error
and no broadcast given. If we assume a broadcast channel and allow a non-zero error, then
t < n/2 will be sufficient. All these bounds are tight.

Before we start, a word on broadcast: with passive corruption, broadcast is by definition
not a problem, we simply ask a player to send the same message to everyone. But with active
adversaries where no broadcast is given for free, a corrupt player may say different things to
different players, and so broadcast is not immediate. Fortunately, in this case, we will always have
that ¢ < n/3 for the i.t. scenario and t < n/2 for the cryptographic scenario, as mentioned. And
in these cases there are in fact protocols for solving this so called Byzantine agreement problem
efficiently. So we can assume that broadcast is given as an ideal functionality. In the following,
when we say that a player broadcasts a message, this means that we call this functionality.
Although real broadcast protocols take several rounds to finish, we will assume here for simplicity
that broadcast happens in one round.

Model for Homomorphic Commitments and Auxiliary Protocols We will assume that
each player P; can commit to a value a € K. This will later be implemented by distributing
and/or broadcasting some information to other players. We model it here by assuming that we
have an ideal functionality Fooy,. To commit, one simply sends a to Foom, who will then keep it
until P; asks to have it revealed. Formally, we assume F,,, is equipped with the two commands
Commit and Open described below (more will be defined later).

Some general remarks on the definition of Fpp,: since the implementation of any of the
commands may require all (honest) players to take part actively, we require that all honest
players in a given round send the same command to Fryy, in order for the command to be
executed. In some cases, such as a commitment we can of course not require that all players
send exactly the same information since only the committing players knows the value to be
committed to. So in such a case, we require that the committer sends the command and his



secret input, while the others just send the command. If F,,, is not used as intended, e.g., the
honest players do not agree on the command to execute, Froo,, will send all it’s private data to
all players and stop working. As with Fyspc, this is just a way to specify that no security is
required if the functionality is not used as intended.

Notation: CurrentRound always denotes the index of the current round. Some commands
take some number of rounds to finish. This number for command Xzx is called XxzxDelay.

Commit This command is executed if in some round player P; sends (commit,i,cid,a) and
in addition all honest players send (commit,i,cid,?). In this case Fgopm records the triple
(i,cid,a). Here, cid is just an identifier, and a is the value committed to. We require that
all honest players agree to the fact that a commitment should be made because an imple-
mentation will require the active participation of all honest players. If P; is corrupted and
in a round before CurrentRound + CommitDelay sends (commit, i, cid,a’), then (i, cid, a)
is replaced by (i,cid,a’). A corrupt player may choose to have a be L and not a value in K.
This is taken to mean that the player refuses to commit.

In round Current Round+CommitDelay, if i, cid, a, a € K is stored, send (commit, i, success)
to all players. If a = 1 send (Commit, i, fail).

Open This command is executed if in some round all honest players send (open,i,cid). In

addition P; should send x, where x may be accept or refuse, and where x = accept if P;
is honest. In this case Fropn, looks up the triple (i, cid, a), and if 2 = accept, it sends in the
next round (open, cid, a) to all players, else it sends (open, cid, fail).
As a minor variation, we also consider private opening of a commitment. This command is
executed if in some round all honest players send (open, i, cid, j). The only difference in its
execution is that Fg,p,, sends its output to player P; only, rather than to all players. The
effect is of course that only P; learns the committed value.

The symbol [-]; denotes a variable in which Fiy,, keeps a committed value received from
player P;. Thus when we write [a;, this means that player P; has committed to a. It is clear
from the above that all players know at any point which committed values have been defined.
Of course, such a value is not known to the players (except the committer), but nevertheless,
they can ask Fyo,, to manipulate committed values, namely to add committed values, multiply
them by public constants, or transfer a committed value to another player (the final operation
is called a Commitment Transfer Protocol (CTP)):

CommitAdd This command is executed if all honest players send (commitadd, cidl, cid2, cid3)
(in the same round), and if triples (i, cidl, a), (i, cid2,b) have been stored previously. Then
Feom stores the triple (i, cid3,a + b).

ConstantMult This command is executed if all honest players send (constantmult, cidl, cid2, u)
(in the same round) where u € K, and if a triple (i, cidl, a) has been stored previously. Then
Fcom stores the triple (i, cid2,u - a).



CTP This command is executed if all honest players send (ctp,i,cidl, j, cid2) (in the same
round), and if a triple (i,cidl,a) has been stored earlier. If P; is corrupt, he may send
(cidl,refuse) in some round before CurrentRound + CTPDelay. If this happens, then
Foom sends (cidl, cid2, fail) to all players. Otherwise, Foon, stores (j, cid2, a), sends a to P;,
and (cidl, cid2, success) to everyone.

In our abbreviated language, writing [a];+[b]; = [a+b]; means that the CommitAdd command
is executed, creating [a 4+ b];, and u - [a]; = [ua]; refers to executing the ConstantMult command.
The CTP command can be thought of as creating [a]; from [a];. Note that we only require that
the addition can be applied to two commitments made by the same player. Note also that there
is no delay involved in the CommitAdd and ConstantMult commands, so an implementation
cannot use any interaction between players.

A last basic command we assume is that Fg,,, can be asked to confirm that three commit-
ments [al;, [b];, [c]; satisfy that ab = c. This is known as a Commitment Multiplication Protocol
(CMP).

CMP This command is executed if all honest players send (emp, cidl, cid2, cid3) (in the same
round), and if triples (i, cidl, a), (4, cid2,b), (i, cid3, c) have been stored earlier. If P; is corrupt,
he may send (cidl, cid2, cid3, refuse) in some round before CurrentRound + C M P Delay.
If this happens, or if ab # ¢, then in round CurrentRound + CM PDelay, Foom sends
(cidl, cid2, cid3, fail) to all players. Otherwise, Foopn sends (cidl, cid2, cid3, success) to ev-
eryone.

The final command we need from Fy, is called a Commitment Sharing Protocol (CSP). It
starts from [a]; and produces a set of commitments to shares of a: [a1]1, ..., [an]n, Where (ay, ..., ay)
is a correct threshold-t Shamir-sharing of a, generated by P;. More formally:

CSP This command is executed if all honest players send (csp, cid0, cidl, ..., cidn) (in the same
round), and if a triple (7, cid0, a) has been stored earlier. If P; is honest, he should also send
(coefficients of ) a polynomial f,() of degree at most ¢, such that f,(0) = a. If P; is corrupt, he
may send a correct polynomial in some round before number Current Round + CSP Delay,
or he may send (cid0, cidl, ..., cidn, re fuse). When we reach round number Current Round-+
CSPDelay, if a correct polynomial has been received, store triples (7, cidj, fo(j)) for j = 1..n,
and send (cid0, cidl, ..., cidn, success) to everyone, else send cid0, cidl, ..., cidn, fail).

The CTP, CMP, and CSP commands are special: although they can be implemented “from
scratch” like the other commands, they can also be implemented using the commands we already
defined. For CTP, we have the following.

Generic CTP Protocol



1. Given a commitment [a];, P; sends privately to P; his total view of the protocol execution
in which [a]; was created 2. If this information is in any way inconsistent, P; broadcasts a
complaint, and we go to Step 4.

Otherwise (if P; was honest) P; is a situation equivalent to having made [a]; himself.

2. Pj commits himself to a, resulting in [a];.

3. We use the ConstantMult command to get [—a]; and the CommitAdd command to get
[a]; +[—a]; Note that, assuming that the information P; got in step 1 was correct, this makes
sense since then the situation is equivalent to the case where P; had been the committer
when [a]; was created. Then [a]; + [—a]; is opened, and we of course expect this to succeed
with output 0. If this happens, the protocol ends. Otherwise do Step 4.

4. If we arrive at this step, it is clear that at least one of P;, P; are corrupt, so F; must then
open [a]; in public, and we either end with fail (if the opening fails) or a becomes public. We
then continue with a default commitment to a assigned to P;.

For CMP, we describe this protocol for a prover and a single verifier. To convince all the
players, the protocol is simply repeated independently (for instance in parallel), each other player
P; taking his turn as the verifier. In the end, all verifying players broadcast their decision, and
the prover is accepted by everyone if there are more than ¢ accepting verifiers. This guarantees
that at least one honest verifier has accepted the proof.

Generic CMP Protocol

1. Inputs are commitments [a];, [b];, [¢]; where P; claims that ab = ¢. P; chooses a random [
and makes commitments [53];, [3b];.

2. Pj generates a random challenge r € K, and sends it to P;.

3. P; opens the commitments r[a]; 4+ [3]; to reveal a value 1. P; opens the commitment 7y [b]; —
[Bb]; — r[c]; to reveal 0.

4. If any of these opening fail, P; rejects the proof, else he accepts it.

It is easy to show that if P; remains honest, then all values opened are random (or fixed to 0)
and so reveal no extra information to the adversary. If P; is corrupt, then it is also straightforward
to show that if, after committing in step 2, P; can answer correctly two different challenges, then
ab = c. Thus the error probability is at most 1/|K]|.

Finally, for CSP, assuming [a]; has been defined, P; chooses a random polynomial f, of degree
at most ¢ such that f,(0) = a. He makes commitments to the coefficients of f: [v1];, ..., [v¢]; (the
degree-0 coefficient of f, is a and has already been comitted). Let (a1, ...,an) = (fa(1), ..., fa(n))
be the shares resulting from sharing a using the polynomial f,,. Then the a;’s are a linear function

2 As is standard, the view of a protocol consists of all inputs and random coins used, plus all messages received
during the protocol execution



of the committed values, and commitments to the shares ([a1];, ..., [an];) can be created by calling
the CommitAdd and ContstantMult commands, e.g.,

laj)i = [a]; + [v1]i - § + [va)i - 52+ oo + [04)i - 5

Finally, we call CTP to create [a;]; from [a;];, for j =1,...,n.

Committing to a and then performing CSP is equivalent to what is known as verifiably secret
sharing a (VSS): the value a is uniquely defined when the CSP is executed, and it is guaranteed
that the honest players can reconstruct it: the commitments to shares prevent corrupted players
from contributing false shares when the secret is reconstructed. All we need is that at least ¢t + 1
good shares are in fact revealed.

An MPC Protocol for Active Adversaries The protocol starts by asking each player to
verifiably secret-share each of his input values as described above: he commits to the value and
then performs CSP. If this fails, the player is disqualified and we take default values for his
inputs.

We then work our way through the given arithmetic circuit, maintaining as invariant that all
inputs and intermediate results computed so far are verifiably secret shared as described above,
i.e. each such value a is shared by committed shares [a1]1, ..., [a,], Where all these shares are
correct, also those held by corrupted players. Moreover, if a depends on an input from an honest
player, this must be a random set of shares determining a. From the start, only the input values
are classified as having been computed.

Once an output value y has been computed, it can be reconstructed in the obvious way by
opening the commitments to the shares y1, ..., y,. This will succeed, as the honest players will
contribute enough correct shares, and a corrupted player can only choose between contributing
a correct share, or have the opening fail.

It is therefore sufficient to show how addition and multiplication gates are handled. Assume
the input values to a gate are a and b, determined by committed shares [ai]1, ..., [an], and

[b1]1, -y [bn]n-

Addition For i = 1..n, P, computes a; + b; and CommitAdd is called to create [a; + b;];. By
linearity of the secret sharing, [a1 + bi]1, ..., [an + byp]n determine a + b as required by the
invariant.

Multiplication For i = 1..n, P; computes a; - b; = ¢;, commits to it, and performs CMP on
inputs [ai]i, [bz]z, [CNZ]Z
Resharing step: P; performs CSP on [¢];, resulting in commitments [c¢i1]1, ..., [Cin]n-

We describe below how to recover if any of this fails.

Recombination step: For j = 1..n, player P; computes ¢; = > ' | ricij, where (rq,...,ry) is
the recombination vector. Also all players compute (non-interactively) [¢;]; = > rileis]; =
[> i, 7icij];. By definition of the recombination vector and linearity of commitments, the
commitments [c1]1, ..., [cn]n determine ¢ = ab as required by the invariant.



It remains to be described what should be done if a player P; fails in the multiplication and
resharing step above. In general, the simplest way to handle such failures is to go back to the start
of the computation, open the input values of the players that have just been disqualified, and
restart the computation, simulating openly the disqualified players. This allows the adversary to
slow down the protocol by a factor at most linear in n. This solution works in all cases. However,
in the i.t. case when ¢ < n/3, we can do better: after multiplying shares locally, we have points
on a polynomial of degree 2¢, which in this case is less than the number of honest players, n — t.
In other words, reconstruction of a polynomial of degree 2t can be done by the honest players on
their own. So the recombination step can always be carried out, we just tailor the recombination
vector to the set of players that actually completed the multiplication step correctly.

4.3 Realization of Fgopm: Information Theoretic Scenario

We assume throughout this subsection that we are in the i.t. scenario and that ¢t < n/3.

We first look at the commitment scheme: The idea that immediately comes to mind in order
to have a player D commit to a is to ask him to secret share a. At least this will hide a from
the adversary if D is honest, and will immediately ensure the homomorphic properties we need,
namely to add commitments, each player just adds his shares, and to multiply by a constant,
all shares are multiplied by the constant.

However, if D is corrupt, he can distribute false shares, and can then easily “open” a com-
mitment in several ways, as detailed in the exercise below.

Exercise A player P sends a value a; to each player P; (also to himself). P is supposed to
choose these such that a; = f(i) for all i, for some polynomial f() of degree at most ¢t where
t < n/3 is maximal number of corrupted players. At some later time, P is supposed to reveal
the polynomial f() he used, and each P; reveals a;, The polynomial is accepted if values of at
most ¢ players disagree with f() (we cannot demand fewer disagreements, since we may get ¢ of
them even if P was honest).

1. We assume here (for simplicity) that n = 3¢t 4+ 1. Suppose the adversary corrupts P. Show
how to choose two different polynomials f(), f’() of degree at most ¢ and values a; for P to
send, such that P can later reveal and have accepted both f() and f’().

2. Suppose for a moment that we would settle for computational security, and that P must
send to P;, not only a;, but also his digital signature s; on a;. We assume that we can force
P to send a valid signature even if he is corrupt. We can now demand that to be accepted, a
polynomial must be consistent with all revealed and properly signed shares. Show that now,
the adversary cannot have two different polynomials accepted, even if up to ¢t < n/3 players
may be corupted before the polynomial is to be revealed. Hint: First argue that the adversary
must corrupt P before the a;, s; are sent out (this is rather trivial). Then, assume fi() is later
successfully revealed and let C'y be the set that is corrupted when f; is revealed. Assume the
adversary could also choose to let P reveal f5(), in which case Cj is the corrupted set. Note



that since the adversary is adaptive, you cannot assume that C; = C5. But you can still use
the players outside C1, Cy to argue that fi() = f2().
3. (Optional) Does the security proved above still hold if t > n/3? why or why not?

To prevent the problems outline above, we must find a mechanism to ensure that the shares
of all uncorrupted players after committing consistently determine a polynomial f of degree at
most ¢, without harming privacy of course.

Before we do so, it is important to note that n shares out of which at most ¢ are corrupted
still uniquely determine the committed value a, even if we don’t know which ¢ of them are.
Concretely, define the shares

sy =(f(1),..., f(n)),

and let e € K™ be an arbitrary “error vector” subject to
wH(e) < tv

where wy denotes the Hamming-weight of a vector (i.e., the number of its non-zero coordinates),
and define
s=s+e.

Then a is uniquely defined by s.

In fact, more is true, since the entire polynomial f is. This is easy to see from Lagrange
Interpolation and the fact that ¢ < n/3.

Namely, suppose that § can also be “explained” as originating from some other polynomial
g of degree at most t together with some other error vector u with Hamming-weight at most ¢.
In other words, suppose that

Sf+e=s4+u.

Since wy(e),wy(u) < t and t < n/3, there are at > n — 2t > ¢ positions in which the

coordinates of both are simultaneously zero. Thus, for more than ¢ values of i we have

f(i) = g(i).
Since both polynomials have degree at most ¢, this means that
f=g

Assuming that we have established the mechanism for ensuring correct sharings as discussed
above, there is a simple open protocol for this commitment scheme.

Open Protocol (Version I):

1. Each player P; simply reveals his share s; to all other players P;.



2. Each of them individually recovers the committed value a that is uniquely defined by them.
This can be done by exhaustive search, or by the efficient method described below.

Note that broadcast is not required here.

We now show one particular method to efficiently recover the committed value. In fact, we’ll
recover the entire polynomial f. 3

Write

§:(§1,..‘,Sn).

The method “interpolates” the points (i,§;) by a bi-variate polynomial @ of a special form
(which from a computational view comes down to solving a system of linear equations), and
“extracts” the polynomial f from @ in a very simple way.

Concretely, let Q(X,Y) € K[X,Y], @ # 0 be any polynomial such that, for i =1...n,

Q(i,5:) = 0,

and such that
QX,Y) = fo(X) - f1(X) Y,

for some fo(X) € K[X] of degree at most 2t and some f1(X) € K[X] of degree at most t.
Then we have that
Jo(X)

fi(X)

Clearly, the conditions on @ can be described in terms of a linear system of equations with
Q)’s coeflicients as the unknowns.

To recover f, we simply select an arbitrary solution to this system, which is a computationally
efficient task, define the polynomial ) by the coefficients thus found, extract fy, f1 from it by
appropriately ordering its terms, and finally perform the division of the two, which is again a
computationally efficient task.

We now show correctness of this algorithm. First, we verify that this system is solvable. For
this purpose, we may assume that we are given the polynomial f and the positions A in which
an error is made (thus, A is a subset of the corrupted players). Define

k(X)) =] —).

€A

f(X)

Note that its degree is at most t. Then
QX,Y) = k(X) - f(X) —k(X) Y

satisfies the requirements for @), as is verified by simple substitution.

3 What we show is actually the Berlekamp-Welch decoder for Reed-Solomon error-correcting codes.



It is now only left to show that whenever some polynomial () satisfies these requirements,

then indeed f(X) = fo(X)/f1(X).
To this end, define
Q'(X) = Q(X, f(X)) € K[X],
and note that its degree is at most 2t.
If i ¢ A, then (i,s;) = (4, 5;). Thus, for such ¢,

Since t < n/3,
n—|Al >n—t>2t
We conclude that the number of zeroes of QQ(X) exceeds its degree, and that it must be the
zero polynomial. Therefore,
fO - fl ) f = 07
which establishes the claim (note that f; # 0 since @ # 0).

Below we describe an alternative open protocol that is less efficient in that it uses the broad-
cast primitive. The advantage, however, is that it avoids the above “error correction algorithm”
which depends so much on the fact that Shamir’s scheme is the underlying secret sharing scheme.
In fact, it can be easily adapted to a much wider class of commitment schemes, namely those
based on general linear secret sharing schemes.

Open Protocol ( Version II):

1. D broadcasts the polynomial f.
Furthermore, each player P; broadcasts his share.
2. Each player decides for himself by the following rule.
If all, except for possibly < t, shares are consistent with the broadcast polynomial and its
degree is indeed at most ¢, the opening is accepted. The opened value is a = f(0).
Else, the opening is rejected.

This works for essentially the same reasons as used before.

Note that both open protocols allow for private opening of a commitment to a designated
player P;. This means that only P; learns the committed value a. This is achieved by simply
requiring that all information is privately sent to P;, and it works because of the privacy of the
commit protocol (as shown later) and because the open protocol only depends on local decisions
made by the players.

We now describe the commit protocol. Let F(X,Y) € K[X,Y] be a symmetric polynomial
of degree at most ¢ in both variables, i.e.,

t
F(X,Y) = Z cuXFYt,
k,l1=0



and
F(X,Y)=F(Y,X),

which is of course equivalent to c¢i; = ¢ for all 1 <k, < t.

We define
f(X) = F(X,0),
f(0) =a,
and, for ¢ = 1..n,
f@@) =s;.
Note that
degf <'t.

We call f the real sharing polynomial, a the committed value, and s; a real share.
We also define, for i,5 =1...n,

filX) = F(X,4),
and

fz‘(j> = Sij-

Note that
degf; <.

We call f; a verification polynomial, and s;; a verification share.
By symmetry we have

si = f(i) = F(i,0) = F(0,i) = f;(0).
sij = fi(§) = F(j,9) = F(i,j) = f; (i) = sji.

Commit Protocol:

1. To commit to a € K, D chooses a random, symmetric bivariate polynomial F(X,Y) of
degree at most ¢ in both variables, such that

F(0,0) = a.

D sends the verification polynomial f; (i.e., its ¢t + 1 coefficients) privately to P; for each i.

P; sets s; = f;(0), his real share.
2. For all i > j, P; sends the verification share s;; privately to P;.



3. It must hold that
Sij = Sji-
If P; finds that
Sij 7 Sjis
he broadcasts a complaint.
In response to each such complaint (if any), D must broadcast the correct value s;;.
If P; finds that the broadcast value differs from sj;, he knows that D is corrupt and broadcasts
an accusation against D, and halts.
A similar rule applies to F; if he finds that the broadcast value differs from s;;.

4. For all players P; who accused D in the previous step (if any), D must now broadcast the
correct verification polynomial f;.

5. Each player P; that is “still in the game” verifies each of the broadcast verification poly-
nomials f; (if any) against his own verification polynomial f;, by checking that, for each of
thOSG, Sij = Sji-

If there is any inequality, P; knows that D is corrupt, and broadcasts an accusation against
D and halts.

6. If there are <t accusations in total, D is accepted.
In this case, each player P; who accused D in Step 5, replaces the verification polynomial
received in Step 1 by the polynomial f; broadcast in Step 4, and defines s; = f;(0) as his
real share.
All others stick to their real shares as defined from the verification polynomials received in
in Step 1.

7. If there are > t accusations in total, the dealer is deemed corrupt.

We sketch a proof that this commitment scheme works. For simplicity we assume that the
adversary is static.

Honest D Case: It is immediate, by inspection of the protocol, that honest players never
accuse an honest D. Therefore, there are at most ¢ accusations and the commit protocol is
always accepted.

In particular, each honest player P; accepts s; = f(i) as defined in step 1 as his real share.
This means that in the open protocol a = f(0) is accepted as the committed value.

For privacy, i.e., the adversary does not learn the committed value a, note first that steps 2—4
of the commit protocol are designed such that the adversary learns nothing he was not already
told in step 1.

Indeed, the only information that becomes available to the adversary afterwards, is what
is broadcast by the dealer. This is either a verification share s;; where P; is corrupt or FP; is
corrupt, or a verification polynomial f; of a corrupt player P;. All of this is already implied by
the information the adversary received in step 1.

Therefore, it is sufficient to argue that the information in step 1 does not reveal a to the
adversary.



Denote by A the set of corrupted players, with |A| < ¢. It is sufficient to show that for each
guess a’ at a, there is the same number of appropriate polynomials F’(X,Y") consistent with the
information received by the adversary in step 1.

By appropriate we mean that F’(X,Y’) should be symmetric, of degree at most ¢ in both
variables, and for all i € A we must have f/(X) = fi(X).

Consider the polynomial

h(X) = H<_7~1 X +1) € K[X]
i€A

Note that its degree is at most ¢, h(0) =1 and h(i) = 0 for all i € A.
Now define
Z(X,Y) = h(X) h(Y) € K[X,Y].

Note that Z(X,Y) is symmetric and of degree at most ¢ in both variables, and that it has the
further property that Z(0,0) =1 and z;(X) = Z(X,7) =0 for all ¢ € A.

If D in reality used the polynomial F(X,Y), then for all possible a’, the information held
by the adversary is clearly also consistent with the polynomial

FI(X,)Y)=F(X,Y)+ (d —a) - Z(X,Y).
Indeed, it is symmetric, of degree at most ¢ in both variables, and, for i € A,

fi(X) = fi(X) + (a —d') - z:(X) = fi(X),

and
f(0) = F'(0,0) = F(0,0) + (a' —a)-Z(0,0) =a+ (a—d')=d.

This construction immediately gives a one-to-one correspondence between the consistent
polynomials for committed value a and those for a’. Thus all values are equally likely from the
point of view of the adversary.

Corrupt D Case: Let B denote the set of honest players, and let s;, i« € B, be the real shares
as defined at the end of the protocol. In other words, s; = f;(0), where f; is the verification
polynomial as defined at the end of the protocol.

We have to show that if the protocol was accepted, then there exists a polynomial g(X) €
K[X] such that its degree is at most ¢ and ¢(i) = s; for all ¢ € B.

It is important to realize that we have to argue this from the acceptance assumption alone;
we cannot make any apriori assumptions on how a corrupt D computes the various pieces of
information.

Write C for the set of honest players that did not accuse D at any point. Note that

|C| > n — #Accusations — #Corruptions > n — 2t > t.



Furthermore, there is consistency between the players in C' on the one hand, and the players
in B on the other hand. Namely, for all P; € C, P; € B, it follows from the acceptance assumption
that

fi(d) = £;(0),
where the verification polynomials are defined as at end of the protocol.

Indeed, let P; € C be arbitrary and let P; € B be an arbitrary honest player who did not
accuse the dealer before step 5. Then their verification polynomials f;, f; as defined at the end
are the ones given in step 1. If it were so that f;j(j) # f;(¢), then at least one of the two would
have accused D in step 3.

On the other hand, if P; is a player who accused D in step 3, and if the broadcast polynomial
fj is not consistent with P;’s verification polynomial, P; would have accused D in step 5.

Let r;,7 € C, be the coefficients of the recombination vector for C'. Define

g(X) = ri- fu(X).

ieC

Note that its degree is at most t.
We now only have to verify that for all j € B, we have s; = g(j).
Indeed, we have that

9(i) =D _ri- fiG) =i+ £i0) = £5(0) = s;.

ieC eC

The first equality follows by definition of g(X), the second by the observed consistency, the
third by Lagrange interpolation and the fact that |C| > ¢ and that the degree of g is at most ¢,
and the final equality follows by definition of the real shares at the end of the protocol.

This concludes the analysis of the commit protocol. Note that both the commit and the open
protocol consume a constant number of rounds of communication.

So this commitment scheme works with no probability of error, if ¢ < n/3. If instead we have
t < n/2, the commit protocol can be easily adapted so that the proof that all honest players have
consistent shares still goes through; basically, the process of accusations with subsequent broad-
cast of verification polynomials as in step 5 will be repeated until there are no new accusations
(hence the commit protocol may no longer be constant round).

However, the proof that the opening always succeeds fails. The problem is that since honest
players cannot prove that the shares they claim to have received are genuine, we have to accept up
to n/2 complaints in the opening phase, and this will allow a corrupt D to open a commitment
any way he wants. Clearly, if D could digitally sign his shares, then we would not have to
accept any complaints and we would be in business again. Of course, digital signatures require
computational assumptions, which we do not want to make in this scenario. However, there are
ways to make unconditionally secure authentication schemes which ensure the same functionality
(except with negligibly small error probability, see [12]).



Finally, this commitment scheme generalizes nicely to a scenario in which the underlying
secret sharing scheme is not Shamir’s but in fact a general linear secret sharing scheme (see
later for more details on this).

We now show a Commitment Multiplication Protocol (CMP) that works without error if
t<n/3.

CMP:

1. Inputs are commitments [al;, [b];, [c]; where P; claims that ab = c.
First P; performs CSP on commitments [al;, [b]; to get committed shares [a1]1, ..., [an]n and
[01]1, ey [br]n-

2. P; computes the polynomial g. = f, - f, where f, (fp) is the polynomial used for sharing a
(b) in the previous step.
He commits to the coefficients of g..
Note that there is no need to commit to the degree 0 coefficient, since this should be ¢, which
is already committed to.

3. Define ¢; = g.(7).
From the commitments made so far and [c];, the players can compute (by linear operations)
commitments [c1];, ..., [cn]i, Where of course P; claims that a;b; = ¢;, for 1 < j < n.

4. For j =1,...,n, commitment [c;]; is opened privately to P;, i.e. the shares needed to open
it are sent to P; (instead of being broadcast).

5. If the value revealed this way is not a;b;, P; broadcasts a complaint and opens (his own)
commitments [a;];, [b;];. In response, P; must open [c;]; and is disqualified if a;b; # c;.

We argue the correctness of this protocol.

Clearly, no matter how a possible adversary behaves, there is a polynomial g. of degree at
most 2t such that ¢ = ¢.(0) and each ¢; = g.(j).

Consider the polynomial f, - fp, which is of degree at most 2t as well.

Suppose that ¢ # ab. Thus g. # f,- fp.- By Lagrange Interpolation, it follows that for at most
2t values of j we have g.(j) = fa(J) - fo(j), or equivalently, ¢; = a;b;.

Thus at least n — 2t players P; have c¢; # a;b;, which is at least one more than the maximum
number t of corrupted players (since t < n/3).

Therefore, at least one honest player will complain, and the prover is exposed in the last step
of the protocol.

CSP:

Although CSP can be bootstrapped in a generic fashion from homomorphic commitment
and CTP using the Generic CSP Protocol given earlier, we now argue that in the information
theoretic scenario with ¢ < n/3, there is a much simpler and more efficient solution: a slightly
more refined analysis shows that the commit protocol we presently earlier is essentially already
a CSP!



Consider an execution of the commit protocol, assuming D is honest. It is immediate that,
for each player P; (honest or corrupt!), there exists a commitment [s;]; to his share s; in the value
a that D is committed to via [a]p. The polynomial underlying [s;]; is of course the verification
polynomial f;(X) and each honest player P; obtains f;(j) as f;j(i).

Therefore, if each honest player holds on to his verification polynomial for later use, each
player P; is committed to his share s; in the value a via [s;];.

Apart from handling the corrupt D case, the only thing to be settled is that, by definition,
CSP takes as input a commitment [a]p. This, however, can easily be “imported” into the pro-
tocol: D knows the polynomial f that underlies [a]p, and the players know their shares in a.
We simply modify the commit protocol by requiring that D chooses this particular f as the
real sharing polynomial. Also, upon receiving his verification polynomial in the first step of the
commit protocol, each player checks that his real share is equal to the share in a he already
had as part of the input. If this is not so, he broadcasts an accusation. If there are at most
t accusations, the commit protocol continues as before. Else, it is aborted, and D is deemed
corrupt. It is easy to see that this works; if D is honest it clearly does, and if D is corrupt and
uses a different real sharing polynomial, then, by similar arguments as used before, there are
more than ¢ accusations from honest players.

As for the case of a possibly corrupt D, the discussion above shows that it is sufficient to
prove the following. If the commit protocol is accepted, then there exists a unique symmetric
bi-variate polynomial G(X,Y) € K[X,Y], with the degrees in X as well as Y at most ¢, such
that for an honest player P;, f;(X) = G(X,1) is the verification polynomial held by him at the
end of the protocol. In other words, if the protocol is accepted, then, regardless whether the
dealer is honest or not, the information held by the honest players is “consistent with an honest
D/

We have to justify the claim above from the acceptance assumption only; we cannot make any
a priori assumptions about how a possibly corrupt D computes the various pieces of information.

Let C denote the subset of the honest players B that do not accuse D at any point. As we
have seen, acceptance implies |C| >t + 1 as well as “consistency,” i.e., for all i € C' and for all
J € B, fi(j) = f;(i). Without loss of generality, we now assume that |C| =t + 1.

Let 6;(X) € K[X] denote the polynomial of degree ¢ such that for all 4,5 € C,

6i(j) =1ifi=j and &(j) =0 if i # j,

or, equivalently,

i
jecyzi 'Y

Recall that the Lagrange Interpolation Theorem may be phrased as follows. If h(X) € K[X]
has degree at most ¢, then h(X) = > ..~ h(i)d;(X).



Consider the polynomial

G(X,Y) =) fi(X)&i(Y) € K[X,Y].
eC
This is clearly the unique polynomial in K[X,Y] whose degree in Y is at most ¢ and for
which G(X,i) = f;(X) for all i € C. This follows from Lagrange Interpolation applied over
K(X), i.e, the fraction field of K[X], rather than over K. Note also that its degree in X is at

most 7.
We now verify that G(X,Y") is symmetric:

GX,Y)=> f(X)5()=>_ | D £(i)6;(X) ]| 6:(Y) =

ieC 1eC \jeC
S HEOGX)&GY)+ Y F()6:(X)5(Y) + 6;(X)8(Y)),
icC i,§€C,i#]
where the last equality follows from consistency.
Finally, for all j € B, we have that

H(X) =) [i@)6i(X) =

ieC

> Fl§)6(X) =

1<

> G, 1)8:(X) =

ieC
ieC

as desired.

4.4 Formal Proof for the F¢,,, realization

We have not given a full formal proof that the Fp,,, realization we presented really implements
Foom securely according to the definition. For this, one needs to present a simulator and prove
that it acts as it should according to the definition. We will not do this in detail here, but we
will give the main ideas one needs to build such a simulator — basically, one needs the following
two observations:



— If player F; is honest and commits to some value z;, then since the commitment is based

on secret sharing, this only results in the adversary seeing an unqualified set of shares,
insufficient to determine z; (we argued that anything else the adversary sees follows from
these shares). The set of shares is easy to simulate even if z; is not known, e.g., by secret
sharing an arbitrary value and extracting shares for the currently corrupted players. This
simulation is perfect because our analysis above shows that an unqualified set of shares have
the same distribution regardless of the value of the secret.
If the (adaptive) adversary corrupts P; later, it expects to see all values related to the
commitment. But then the simulator can corrupt P; in the ideal process and learn the value
x; that was committed to. It can then easily make a full set of shares that are consistent
with z; and show to the adversary. This can be done by solving a set of linear equations,
since each share is a linear function of z; and randomness chosen by the committer.

— If P, is corrupt already when it is supposed to commit to z;, the adversary decides all messages
that P; should send, and the simulator sees all these messages. As we discussed, either the
commitment is rejected by the honest players and P; is disqualified, or the messages sent by
P; determine uniquely a value z. So then the simulator can in the ideal process send z) on
behalf of P;.

5 The Cryptographic Scenario

We have now seen how to solve the MPC problem in the i.t. scenario. Handling the cryptographic
case can be done in various ways, each of which can be thought of as different ways of adapting
the information theoretic solution to the cryptographic scenario.

5.1 Using encryption to implement the channels

A very natural way to adapt the information theoretic solution is the following: since the i.t.
protocol works assuming perfect channels connecting every pair of players, we could simply run
the information theoretically secure protocool, but implement the channels using encryption, say
by encrypting each message under the public key of the receiver. Intuitively, if the adversary is
bounded and cannot break the encryption, he is in a situation no better than in the i.t. scenario,
and security should follow from security of the information theoretic protocol.

This approach can be formalized by thinking of the i.t. scenario as being the cryptographic
scenario extended with an ideal functionality that provides the perfect channels, i.e., it will
accept from any player a message intended for another player, and will give the message to
the receiver without releasing any information to the adversary, other than the length of the
message. If a given method for encryption can be shown to securely realize this functionality,
the result we wanted follows directly from the composition theorem.

For a static adversary, standard semantically secure encryption provides a secure realization
of this communication functionality, whereas for an adaptive adversary, one needs a strong



property known as non-committing encryption [9]. The reason is as follows: suppose player P,
has not yet been corrupted. Then the adversary of course does not know his input values, but
it has seen encryptions of them. The simulator doesn’t know the inputs either, so it must make
fake encryptions with some arbitrary content to simulate the actions of P;. This is all fine for
the time being, but if the adversary corrupts P; later, then the simulator gets an input for P;,
and must produce a good simulation of P;’s entire history to show to the adversary, and this
must be consistent with this input and what the adversary already knows. Now the simulator is
stuck: it cannot open its simulated encryptions the right way. Non-committing encryption solves
exactly this problem by allowing the simulator to create “fake” encryptions that can later be
convincingly claimed to contain any desired value.

Both semantically secure encryption and non-committing encryption can be implemented
based on any family of trapdoor one-way permutations, so this shows that these general com-
plexity assumptions are sufficient for general cryptographic MPC. More efficient encryption
schemes exist based on specific assumptions such as hardness of factoring. However, known im-
plementations of non-committing encryption are significantly slower, typically by a factor of k
where k is the security parameter.

5.2 Cryptographic implementations of higher-level functionalities

Another approach is to use the fact that the general actively secure solution is really a general
high-level protocol that makes use of the F,,, functionality to reach its goal.

Therefore, a potentially more efficient solution can be obtained if one can make a crypto-
graphically secure implementation of F,,, as well as the communication functionality.

If the adversary is static, we can use, e.g., the commitments from [11] based on g-one-way
homomorphisms, which exists, e.g. if RSA is hard to invert or if the decisional Diffie-Hellman
problem in some prime order group is hard. We then require that the field over which we compute
is GF(q). A simple example is if we have primes p, ¢, where ¢g|p — 1 and g, h,y are elements in
Z; of order g chosen as public key by player P;. Then [a]; is of form (g",y*h"), i.e. a Diffie-
Hellman (El Gamal) encryption of y* under public key g, h. In [11], protocols are shown for
proving efficiently in zero-knowledge that you know the contents of a commitment, and that two
commitments contains the same value, even if they were done with respect to different public
keys. It is trivial to derive a CTP from this: P; privately reveals the contents and random bits for
[a]; to P; (by sending them encrypted under P;’s public key). If this is not correct, P; complains,
otherwise he makes [a]; and proves it contains the same value as [a];. Finally, [11] also show
a CMP protocol. We note that, in order to be able to do a simulation-based proof of security
of this Fom implementation, each player must give zero-knowledge, proof of knowledge of his
secret key initially, as well as prove that he knows the contents of each commitment he makes.

If the adversary is adaptive, the above technique will not work, for the same reasons as
explained in the previous subsection. It may seem natural to then go to commitments and
encryption with full adaptive security, but this means we need to use non-committing encryption
and so we will loose efficiency. However, under specific number theoretic assumptions, it is



possible to build adaptively secure protocols using a completely different approach based on
homomorphic public key encryption, without loosing efficiency compared to the static security
case[17].

6 Protocols Secure for General Adversary Structures

It is relatively straightforward to use the techniques we have seen to construct protocols secure
against general adversaries, i.e., where the adversary’s corruption capabilities are not described
only by a threshold ¢ on the number of players that can be corrupt, but by a general adversary
structure, as defined earlier.

What we have seen so far can be thought of as a way to build secure MPC protocols from
Shamir’s secret sharing scheme. The idea is now to replace Shamir’s scheme by something more
general, but otherwise use essentially the same high-level protocol.

To see how such a more general scheme could work, observe that the evaluation of shares
in Shamir’s scheme can be described in an alternative way. If the polynomial used is f(z) =
s+ ayx + ... + a;xt, we can think of the coefficients (s, a1, ..., a;) as being arranged in a column
vector a. Evaluating f in points 1,2,..,n is now equivalent to multiplying the vector by a Van
der Monde matrix M, with rows of form (i%,i',...,4"). We may think of the scheme as being
defined by this fixed matrix, and by the rule that each player is assigned 1 row of the matrix,
and gets as his share the coordinate of Ma corresponding to his row.

It is now immediate to think of generalizations of this: to other matrices than Van der
Monde, and to cases where players can have more then one row assigned to them. This leads to
general linear secret sharing schemes, also known as Monotone Span Programs (MSP). The term
“linear” is motivated by the fact any such scheme has the same property as Shamir’s scheme,
that sharing two secrets s,s’ and adding corresponding shares of s and s’, we obtain shares
of s + s'. The protocol constructions we have seen have primarily used this linearity property,
so this is why it makes sense to try to plug in MSP’s instead of Shamir’s scheme. There are,
however, several technical difficulties to sort out along the way, primarily because the method
we used to do secure multiplication only generalizes to MSP’s with a certain special property,
so called multiplicative MSP’s Not all MSP’s are multiplicative, but it turns that any MSP can
be used to construct a new one that is indeed multiplicative.

Furthermore, it turns out that for any adversary structure, there exists an MSP-based secret
sharing scheme for which the unqualified sets are exactly those in the adversary structure.
Therefore, these ideas lead to MPC protocols for any adversary structure where MPC is possible
at all.

For details on how to use MPS’s to do MPC, see [13].
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A Formal Details of the General Security Model for Protocols

In this section we propose a notion of universally composable security of synchronous protocols.

A.1 The Real-Life Execution

A real-life protocol 7 consists of n parties Pi,...,P,, all PPT interactive Turing machines
(ITMs). The execution of a protocol takes place in the presence of an environment Z, also a
PPT ITM, which supplies inputs to and receives outputs from the parties. Following Definition
4 from [8] Z also models the adversary of the protocol, and so schedules the activation of the
parties, corrupts parties adaptively and controls corrupted parties. We assume that the parties
are connected by open authenticated channels.

To simplify notation we assume that in each round r each party P; sends a message m; .,
to each party P;, including itself. The message m;;, can be thought of as the state of P; after
round r. To further simplify the notation we assume that in each round Z inputs a value z;, to
P; and receives an output y;,. A protocol not following this convention can easily be patched
by introducing some dummy value ¢ = not a value. Using this convention we can write the
r’th activation of P; as (m1r,...,Minr Yir) = Pi(k,m1ir—1,...,Mpir—1,%ir;7i), where k is
the security parameter and r; is the random bits used by P;. We assume that the parties cannot
reliably erase their state. To model this we give r; to Z when P; is corrupted. Since Z knows all
the inputs of P; this will allow Z to reconstruct the entire execution history of P;. In detail the
real-life execution proceeds as follows.

Init: The input to an execution is the security parameter k, the random bits r1,...,r, € {0,1}*
used by the parties and an auxiliary input z € {0, 1}* for Z.

Initialize the round counter r = 0 and initialize the set of corrupted parties C' = ). In the
following let H = {1,...,n}\ C.

Let m; 0 = € for 4,5 € [n].

Input k£ and z to Z and activate Z.

Environment activation: When Z is activated it outputs one of the following commands:

(activate 4,2;,, {m;ir—1}jec) for i € H or (corrupt i) for i € H or (end round) or
(guess b) for b € {0,1}.
We require that no two (activate i,...) commands for the same i are issued without being
separated by an (end round) command and we require that between two (end round) com-
mands an (activate i,...) command was issued for i € H, where H denotes the value of H
when the second of the (end round) commands were issued.



When a (guess b) command is given the execution stops. The other commands are handled
as described below. After the command is handled the environment is activated again.

Party activation: Values {m;;,_1}cy were defined in the previous round; Add these to
{mjir—1}jec from the environment and compute

(M1 s Minrs Yir) = Pi(kymaip—1, ..o, Muir—1,Tir;Ti) -

Then give {mi,j,r}je[n]\{i} to Z.
Corrupt: Give r; to Z. Set C = C U {i}.
End round: Give the values {y;,}icm defined in Party activation to Z and set r =r + 1.

The result of the execution is the bit b output by Z. We are going to denote this bit
by REAL. z(k,71,...,7n,2). This defines a random variable REAL, z(k, z), where we take the
r; to be uniformly random, and in turn defines a Boolean distribution ensemble REAL, z =

{REALW,Z(kv Z)}kEN,ZE{O,l}* .

A.2 The Ideal Process

To define the security of a protocol an ideal functionality F is specified. The ideal functionality
is a PPT ITM with n input tapes and n output tapes which we think of as being connected to n
parties. The ideal functionality defines the desired input-output behaviour of the protocol and
defines the desired secrecy by keeping the inputs secret. In the execution of an ideal functionality
in an environment Z, the inputs to P; from Z is simply handed to F and the outputs from
F to P; is handed to Z. To be able to specify protocols which leak some information about
the inputs of the parties F has a special tape. To model protocols which are allowed to leak
some specified information about the inputs of the parties the functionality simply outputs this
information on the special tape. An example could be the following functionality modelling secure
communication: It is connected to two parties S and R. If R inputs some value m € {0,1}*,
then |m| is output on the special tape and m is output to R.

The ideal functionality also has the special input tape on which it receives two kinds of
messages. When a party P; is corrupted it receives the input (corrupt i) in response to which
it might produce some output which is written on the special output tape. This behaviour can
be used when modelling protocols which are allowed to leak a particular information when a
given party is corrupted. It can also receive the input (activate v) on the special tape in
response to which it writes a value on the output tape for each party. The rules of the ideal
process guarantees that F will have received exactly one input for each honest party between
consecutive (activate v) commands. The value v can be thought of as the inputs to F from the
corrupted parties, but can be interpreted by F arbitrarily, i.e., according to its specification.

We then say that a protocol 7 securely realizes an ideal functionality F if the protocol has
the same input-output behaviour as the functionality (this captures correctness) and all the
communication of the protocol can be simulated given only the inputs and the outputs of the



corrupted parties and the values on the special tape of F (this captures secrecy of the honest
parties’ inputs). When F is executed in some environment Z the environment knows the inputs
and the outputs of all parties, so Z cannot be responsible of simulating. We therefore introduce
a so-called interface or simulator S which is responsible for the simulation. The interface is put
between the environment Z and the ideal-process. The job of S is then to simulate a real-life
execution by giving the environment correctly looking responses to the commands it issues. In
doing this the interface sees the outputs from F on the special output tape (to model leaked
information) and can specify the value v to F on the special input tape (to specify inputs of
the corrupted parties or e.g. non-deterministic behaviour, all depending on how F is defined to
interpret v). We note that S does not see the messages sent between F and Z for honest parties
(which is exactly the purpose of introducing S). In detail the ideal process proceeds as follows.

Init: The input to an ideal process is the security parameter k, the random bits r# and rs used
by F and S and an auxiliary input z € {0,1}* for Z.

Initialize the round counter r = 0 and initialize the set of corrupted parties C' = (.
Provide § with rg, provide F with r and give k and z to Z and activate Z.

Environment activation: Z is defined exactly as in the real-word, but now commands are
handled by S, as described below.

Party activation: The values {m;;,_1}icc are input to S and the value z;, is input to F on
the input tape for P; and F is run and outputs some value v£ on the special tape. This value
is given to S which is then required to compute some values {m; ;. }jec[n)\ (i} and return these
to Z.

Corrupt: When Z corrupts F;, S is given the values z; 0,0, i1, ... exchanged between Z
and F for P;. Furthermore (corrupt i) is input to F in response to which F returns some
value vz which is also given to §. Then S is required to compute some value r; and return
it to Z. Set C' = C U {i}.

End round: When a (end round) command is issued S is activated and produces a value v.
Then (activate v) is input to F which produces outputs {yi}icfn- The values {y;}icc
are then handed to S and the values {y;, }icy are handed to Z. Set r =r + 1.

The result of the ideal-process is the bit b output by Z. We are going to denote this bit by
IDEALf s z(k,rF,7s, 2). This defines a random variable IDEALF s z(k, z) and in turn defines a
Boolean distribution ensemble IDEALF s z = {IDEALf s z(k; 2) breN,zc{0,1}*-

Notice that the interaction of Z with the real-world and the ideal process has the same
pattern. The goal of the interface is then to produce the values that it hands to Z in such a way
that Z cannot distinguish whether it is observing the real-life execution or a simulation of it in
the ideal process. Therefore the bit b output by Z can be thought of as a guess on which of the
two it is observing. This gives rise to the following definition.

Definition 2. We say that 7 t-securely realizes F if there exists an interface S such that for
all environments Z corrupting at most t parties it holds that IDEALF s = ~ REAL: z.



Here, the notation ~ means that the two distributions involved are computationally indistin-
guishable.

A.3 The Hybrid Models

We now describe the G-hybrid model for a synchronous ideal functionality G. Basically the
G-hybrid model is the real-life model where in addition the parties have access to an ideal
functionality G to aid them in the computation. In each round r party P; will receive an out-
put t;,—1 from G from the previous round and will produce and input s;, for G for round
r. This means that the r’th activation of P; now is given by (mii,,....Minr, Yir, Sizr) =
Pi(k,miir—1,...,Mpir—1,%ir tir—1;7;). In the hybrid model, still Z models the adversary.
Therefore, the output from G on its special tape, which models public information, is given to
Z, and the inputs to G on its special input tape, which can be thought of as modelling the inputs
from corrupted parties, is provided by Z. In detail the hybrid execution proceeds as follows.

Init: The input to an execution is the security parameter k, the random bits rq,...,r, € {0,1}*
used by the parties, the random bits r¢g for G and an auxiliary input z € {0,1}* for Z.
Initialize the round counter r = 0 and initialize the set of corrupted parties C' = {).

Let m; jo =€ for i,j € [n] and let t; _; =e.
Provide G with rg and input £ and z to Z and activate Z.

Environment activation: Z is defined exactly as in the real-word except that the (end round)
command has the syntax (end round v) for some value v and that Z receives some extra
values in response to the commands as described below.

Party activation: Values {m;,—1}jen and t;,_1 were defined in the previous round. Add
these to {m;i,—1}jec from the environment and compute

(M1 s M Yisrs Sir) = Pi(kymMiair—1s ooy Mpgr—1, Tigps tip—1374) -

Then the value s;, is input to G on the input tape for P; and G is run and produces some
value vg on the special tape. Then vg is given to Z along with {m; jr} je[n]\{i}-

Corrupt: Give r; to Z along with the values s;,%; 0,51 ... exchanged between P; and G, see
below in End round. Furthermore (corrupt 4) is input to G in response to which G returns
some value vg which is also given to Z. Set C' = C U {i}.

End round: Give the values {y;,}icmy defined in Party activation to Z. Furthermore, input
(activate v) to G and receive the output {#;,};c[n)- The values {t;,}icc are then handed
to Z and the values {t;, }icm are used as input for the honest parties in the next round. Set
r=r+41.

The result of the hybrid execution is the bit b output by Z. We will denote this bit by
HYBg z(k,r1,...,r0,7g,2). This defines a random variable HYB% ~(k,z) and in turn defines a

Boolean distribution ensemble HYBg .



As for an interface S simulating a real-life execution of a protocol 7 in the ideal process
for ideal functionality F we can define the notion of a hybrid interface 7 simulating a hybrid
execution of a hybrid protocol 7[G] in the ideal process for ideal functionality F. This is defined
equivalently. The only difference is that an ideal interface 7 has to return more values to Z to
be successful. For completeness we give the ideal process with a hybrid simulator in detail.

Init: The input to an ideal process is the security parameter k, the random bits r# and r7 used
by F and 7 and an auxiliary input z € {0,1}* for Z.

Initialize the round counter r = 0 and initialize the set of corrupted parties C' = (.
Provide 7 with r7, provide F with rr and give k and z to Z and activate Z.

Environment activation: Z is defined exactly as in the hybrid world, but now the commands
are handled by 7, as described below.

Party activation: The values {m;;,_1}icc are input to 7 and the value z;, is input to F
on the input tape for P; and F is run and outputs some value vz on the special tape. This
value is given to 7 which is then required to compute some values {m; ;. }jcm)\ (i} and a
value value vg and return these to Z.

Corrupt: When Z corrupts a party 7 is given the values x; 0, ¥:,0, i1, ... exchanged between
Z and F for P;. Furthermore (corrupt ¢) is input to F in response to which F returns some
value vz which is also given to 7. Then 7 is required to compute some value r;, some value
Si.0,ti,0,8i1,--. and some value vg and return it to Z. Set C'= C' U {i}.

End round: When a (end round v) command is issued 7 is activated with input (end round v)
and produces a value v’. Then (activate v’) is input to F which produces outputs {y;  }icpn-
The values {y; , }icc are then handed to 7 which produces an output {¢; » }icc and the values
{tir}icc and {yi, }icy are handed to Z. Set r =r + 1.

Notice that the interaction of Z with the hybrid model and the ideal process has the same
pattern. The goal of the interface 7 is then to produce the values that it hands to Z in such a
way that Z cannot distinguish whether it is observing the hybrid execution or a simulation of
it in the ideal process.

Definition 3. We say that w t-securely realizes F in the G-hybrid model if there exists an hybrid

interface T such that all environments Z corrupting at most t parties it holds that IDEALF T z ~
HYBY .
T, Z

A.4 Composing Protocols

Assume that we are given two protocols v = (P{,..., P)) for the real-life model and 7[] =
(P{[],...,PT[-]) for a hybrid model. We describe how to compose such protocol to obtain a
real-life protocol 7[y] = (P[[P/],..., PF[P,]), which is intended to be the two protocols run in
lock-step while replacing the ideal functionality access of 7[-] by calls to 7. The messages send
by the parties P; = P[[P;'] will consist of a message from each of the two protocols. For this



purpose we fix some bijective encoding (-,-) : {0,1}* x {0,1}* — {0, 1}* which can be computed
and inverted efficiently.

The activation (m;1r,...,Minr Yir) = Pi(k,M1ir—1,...,Mpir—1,Tir;7;) is computed as
follows. If while running P[] and P}’ these machines request a random bit, give them a fresh ran-
dom bit from r;. For notational convenience we let r[ and r; denote the bits used by P[] respec-
tively P;’. For j € [n]\ {i} let (m],,_,m/; 1) =myj,—1 andlet (M7, _1,m}; . ), tir—1) =
Miir—1. Then compute (M1 ir,. .., Mnir, Yir, Siy) = P (k, MY i1 Moy i1 T bir—13 rl)
and then compute (M1, ..., Mpip tir) = P (k,m] ;. q,...,my g, 8ir57])). Then for j €
[n] \ {i} let mjjr = (M]; ., m;y,j,r) and let m;;, = ((mgi7r,mzi7r),ti7r).

The following composition theorem follows directly from Lemma 2 in the below section.

Theorem 3. Assume 7y t-securely realizes G and that [-] t-securely realizes F in the G-hybrid
model. Then 7[y] t-securely realizes F.

A.5 Composing Interfaces

We now describe how to compose two interfaces. Assume that we are given a real-life interface
S and a hybrid model interface 7[-]. We now describe how to construct a new real-life interface
7[S]. The idea behind the composition operation is as follows. Assume that 77-] simulates a
protocol 7[G] while having access to the ideal functionality F, and assume that S simulates
a protocol m while having access to G. We then want & = 7[S] to simulate the protocol m[7]
while having access to F. This is done as follows. First of all ¢ runs 7[] using U’s access to
F. This provides Y with a simulated version of 7[G] consistent with F, which in particular
provides it with a simulated access to G. Using the simulated access to G it then runs S and
gets a simulated version of v consistent with G from the simulated 7[G] consistent with F.
It then merges the values of the simulated version of 7[G] and the simulated ~ as defined by
the composition operation on protocols and obtains a simulated version of 7[y| consistent with
F. The notation used to describe the composition operation will reflect the above idea. The
composed interface works as follows.

Init: U receives k and random bits 7. When S or 7] request a random bit U gives them a
random bit from r.

Party activation: U receives {m; j,—1}icc from Z and vr from F and must provide outputs
{mijr}jem)fiy- This is done as follows.

; ™ g —
1. For i € C compute (mf; _y,m; ;. 1) = mjjr—1.

2. Input {m];,_;}iec and vF to T[] which generates values {ij,r}jG[n]\{i} and vg.
3. Input {m;;, ,}iec and vg to S which generates values {m;;  }jc (i}
4. Output {mi,j,r}je[n]\{i}, where m; j, = (m;jﬂ,,mzj’r).
Corrupt: U receives x;0,%; 1, %i1,... and vy and must provide an output r;. This is done as
follows.



1. Input x;0,Yi1,Zi1,... and vy to T[] which generates values r and s;0,%;1,5i1,... and

vg.
2. Input s;0,%.1,5i,1,... and vg to S which generates a value r

3. Outputs r; = [rT,r]].
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End round: U is given (end round) and must produce an output for F in response to which
it receives {y;,}icc. To run S and T[] as they expect this is done as follows.

1. Activate S on input (end round) and receive as output a value v.
Activate 7[-] on input (end round v) and receive as output a value v'.
Outputs v" and receive {y;,}icc-

Hand {y;,}icc to T[] and get the output {t;,}icc.

Then input {¢;,}icc to S.

Ouk o

Using the proof techniques from [8] it is straight forward to construct a proof for the following
lemma. The proof contains no new ideas and have been excluded for that reason and to save
space.

Lemma 2. Assume that for all environments Z corrupting at most t parties, it holds that
IDEALG s = ~ REAL, z, and assume that for all hybrid environments Z corrupting at most t
parties it holds that IDEALF T z ~ HYB%Z, then for all environments Z corrupting at most t

. . &
parties it holds that IDEALF 1(s),z ~ REAL;[,] z-
As mentioned, this lemma is essentially the composition theorem listed in the main text

of this note. It trivially generalizes from the threshold adversaries assumed here to general
adversary structures.



