Software Verification for
TinyOS Applications

Doina Bucur and Marta Kwiatkowska

UbiVal, Cambridge -- Sep 9, 2009



Overview



Sensor networks

® Pervasive Healthcare.
Body Sensor Networks r\g;L

ECG

vip.doc.ic.ac.uk/bsn il — WO \ BLOOD
f :\ \

® Sensor architecture / OS. o o — I

ona @

TinyOs: ot /

® Modern OS and language in an . ,
embedded system IMPLANTS

P
LA




Software verification

® Accountable applications = Advances in software

d L verification
Verification vs.

SimUIatiOn / &2 CPI‘OVGF tOOlS [cprover.orq].

formal verification Counterexample-guided

abstraction refinement
(CEGAR)




MainC

A TinyOS application

RadioSenseToLedsC

plitControl Qs er<TMilli= cad<uintl6 t>

ActiveMessageC LedsC

GenenallO {Nncm | I}}cnc rallO

PlatformLedsC

(senerallO }r\ nerallO (senerallO

| | I I
| Msp430GpioC | Msp430GpioC | | Msp430GpioC
(LedOImpl) (Led1Impl) (Led2Impl)

IpIMsp430GenerallO HpIMsp430GenerallQ/ HpIMsp430GenerallO

HpIMsp430GenerallOC

Application
(C, nesC)

Kernel

Drivers

Platform-specific
drivers




Architectures  CPU
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...and the software tool chain
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nesC
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inline static wvoid
RealMainP$Scheduler
$init (void ) {
SchedulerBasicP
$Scheduler$init () ;
}
# 45 "tos/chips/msp430/
pins/
HplMsp430GeneralIOP.nc"
static inline void
HplMsp430GeneralIOP
$388I$set (void )
{
* (volatile uint8 t
* )49U |= 0x01 << 6;

}

Platform-specific
inlined program
(C +asm)
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Machine code

Verification, but at which stage?
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Which software?

e TinyOS 2.x applications written in
B TinyOS’s C TosThreads API.
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What method?

TOSThread Scheduler Application Interface to Radio
and Synchronization amRadioStart ()

tosthread main() radioGetPayload()

tosthread create() amRadioSend()

tosthread sleep() amRadioReceive()

tosthread destroy () Interface to Leds

ledon() / Off() / Toggle()

mutex lock()
SetLeds () / getLeds()

mutex init()
barrier_block() . N / Interface to Sensors
barrier reset() TN

sensirionShtll temperature read()
sensirionShtll humidity read()
hamamatsuS10871 tsr read()

hamamatsuS1087 par read()

Model kernel services, ensuring that their interface behaviour
IS preserved.




Which programming errors?

Application

(Threads/LOC)

Table 2. Categories of bugs in generic
concurrent software

Data race Multithreaded (write) access
to shared resource. Not necessarily a bug.

Atomicity violation Failure to enforce
the atomicity of a code region.

Order violation Failure to enforce exe-
cution order between two code regions.

Deadlock A thread’s failure to release a
lock-like resource, halting execution.

Claim Verified? Time

line

Bug: context Bug:
awareness concurrency

Blink 4/64

66

yes 2.9s

SenseAndSend
6/347

79

no 32.2s
no 1mO8&s
4m25s

interface use order violation
sensing exception -

PatientNode
6/439

29.9s
3mbHs
35m07s
2ma38s
61m12s

(interface use) (order violation)
(sensing exception) -

network exception deadlock

(false reasoning) -

(false reasoning) -
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Which software?

TinyOS x.x applications written in
any API.
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What method?

Model the microcontroller’'s working:
memory map, interrupt system.

# 53 "tinyos-1.x/tos/platform/telos/hardware.h"

static inline
void TOSH MAKE GREEN LED OUTPUT (void)

{

static volatile uint8 t r asm ("0x0032");
r |=1<5;
}

# 90 "tinyos-1l.x/tos/platform/msp430/MSP430TimerM.nc"
void  attribute((interrupt(l2))) _ attribute((wakeup)) sig TIMERAO VECTOR (void)

{
MSP430TimerMSCompareAOSfired () ;

}




Thank you!
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