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Motivation and Summary

Sensors and sensor-rich embedded systems are eminently
applicable for autonomous monitoring and control in non-
commercial, home or professional environments, besides their
increasing use in medical and ecological settings, or main-
stream use in industrial control. Having end users realize,
deploy and interact with sensor-based embedded systems is
conditioned, among others, by the availability of tools and
techniques for end-user software engineering [8] specialized
for these embedded systems.

At their application logic, embedded sensor applications
are inherently context aware: they most often implement
context awareness by a deterministic state- and rule-based
decision logic to trigger an output actuation out of a set of
inputs from the environment. The logic can thus be seen as a
finite-state machine, with rules transitioning between states,
given an input from the environment. Since in embedded
sensor systems this state- and rule-based decision model is
distributed (i.e. a particular sensor node triggers an output
with taking input from neighbour nodes) this gives that an
application’s input set may be large, and the decision model
complex.

On the other hand, embedded sensors are limited in com-
putational resources. Thus, the programming of these appli-
cations is done close to the hardware; microcontroller pro-
grammers avoid higher-level languages altogether, as C is
perceived as an inherently efficient language due to it being
low-level. This efficiency, however, limits expressivity and
consequently intelligibility of the application. This last fact
also explains why embedded software engineering is still in
the domain of professional programmers; research on end-
user embedded software engineering is yet to fully develop.

In the long term, of interest are “[analysis] tools for end-
user programmers which are integrated with the users’ [soft-
ware development] and are incremental in their feedback” [8].
Such tools may, e.g., automatize the task of collecting rel-
evant information about the program logic from program
source, for the purpose of program maintenance (such as
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motivated by [9]), including automatically extracting expla-
nations about the context-awareness logic, on the lines of
the Intelligibility Toolkit [14].

We state that, currently, embedded systems lack the needed
integration between analysis tools and the development pro-
cess, as well as the expected incremental feedback for end
users. Besides this fact however, relevant analysis tech-
niques have been developed for the automatic collection of
information about the program logic, including a degree of
extracting explanations from embedded program source. In
the following;:

(i) We look at the state of the art in programming meth-
ods for embedded sensors, in preparation for then over-
viewing program analysis tools.

(ii) Finally, we survey tools for the analysis of these pro-
grams, and show that a limited degree of automatically
generating explanations [13] and other relevant infor-
mation about the program’s behaviour is covered by
some program-analysis tools now principally aimed at
testing or verifying the correctness of application logic.

Programming for embedded sensor applications

Take a sensor node; when programmed in component-based
nesC [5] for the mainstream TinyOS operating system [6,
11], an action to be performed at the single occurrence of
a contextual event (e.g. an incoming sensor reading or net-
work packet) is straightforwardly coded as a nesC event, then
possibly continued with a task as a deferred procedure call.
Both events and tasks are non-blocking—a simple concur-
rency model which is sufficient for I/O-centric programming.
The threaded, synchronous APIs with blocking operations of
Contiki protothreaded C [16] and TinyOS TOSThreads [7]
improve somewhat on the friendliness of the concurrency
model. For all these programming methods:

e Little middleware support exists to express more that
a rule-based decision-model type; machine-learning al-
gorithms are rarely, as of yet, implemented for these
embedded devices. This fact simplifies the extraction
of explanations.

e On the other hand, due to the low-level programming
style described above, there can be no intelligible en-
coding of e.g. decision rules over multi-variate contex-
tual input; these decision rules must be ‘broken’ into
individual rules for single-variate input, a fact which
results in complicated logic. Given this, exposing ap-
plication logic post-implementation is a difficult task.



In the next section, we overview tools able to do this
to an extent.

Program analysis for sensor nodes, with auto-
matic extraction of behaviour explanation

We overview existing program-analysis tools for sensor pro-
gramming languages, in Table 1. These tools are part of the
state of the art in research on software analysis for sensor
nodes, and most are designed to:

(i) Help the programmer to detect how/if erroneous be-
haviour can arise in the application logic, either at
compile-time (i.e., from program source) or at runtime
(i-e., in the course of execution after system deploy-
ment), and

(ii) Provide an explanation of this behaviour.

Safe TinyOS [4, 3] is an extension of the nesC syntax and
compiler which enables the sensor node running the program
to (wirelessly) send to a preprogrammed destination a com-
pressed “status” message explaining the state of the program
(in terms of program location and truth of assertions over
relevant variable values) wherever it is determined that the
node’s software has reached an “unsafe” state. For this tool’s
purpose, safety is defined as type and memory safety—with
this definition extensible. The code, data and duty-cycle
overhead introduced by the technique onto the original pro-
gram are all kept under 20% of the original size by careful
program optimization.

FSMGen [10] automatically extracts from the source code
a visual, user-readable, high-level finite-state machine mod-
elling part of the nesC program’s logic in adapting to contert.
This is done as part of a program-compiling process post
development, and with the aim of aiding the programmer’s
understanding of the program logic across a large number of
nesC components linked into the final binary program; these
components may include the implementation of a network
protocol as well as that of the application using the proto-
col, plus all the drivers. An example for the TestNetwork
standard TinyOS application is given in Fig. 1.

This application samples an on-board sensor at a basic
rate and sends “reading” packets through a collection-tree
multihop network protocol; the rate is configurable through
dissemination of a “control” packet down the same tree struc-
ture. Also, if the node is a gateway, it forwards the packets
received on the radio to the serial interface and a server at
the other end, if space allows. The FSM-extraction method
caters specifically to the event-driven nature of nesC, which
makes it difficult for the programmer to keep track of the
sequence of events incoming to the sensor node. In this ex-
ample, it becomes clear from the FSM that, correctly, (i) the
program only expects to receive wireless network packets af-
ter the radio has been successfully started, with the program
possibly looping in state 2 until RadioControl.startDone sig-
nals success, and (ii) it receives packets over the radio, and if
it has free space in its memory pool and the sending queue,
pushes them onto the queue to be sent over the serial; oth-
erwise, it simply drops them.

The drawback of this method is that it is heavyweight on
the offline analysis: it may take up to 24 hours to generate
such an abstract finite-state machine from a final, complex
sensor program; this gives the conclusion that an incremen-
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Figure 1: Automatic extraction of logic from the
standard TinyOS application TestNetwork, as a vi-
sual finite-state machine (FSM) [10]; the transi-
tions are events incoming from the environment
or the node’s hardware, e.g. an expired timer in
Timer.fired, the reception of a network “reading”
packet in Receive.receive, and that of a “control”
packet in DisseminationPeriod.changed. Inspecting
the FSM can provide a How to explanation.

tal method of model extraction alongside program develop-
ment may scale better.

As a final example, TOS2CProver [2] is another offline
analysis tool which automatically extracts from the source
code the answer to one or another explanatory question,
such as determining what events drive this program’s be-
haviour (i.e. an Input explanation)—for a standard applica-
tion, this set of events will always include signals from the
timer, an on-board sensor, and events from a network in-
terface (radio or wired serial). Also, the tool can answer a
What if question to an extent: if we assume an event from
the on-board sensor to indicate an abnormal sensor reading,
will or won’t this error be subsequently signalled correctly
to the programmer or user, for example by lighting up an
expected error pattern on the on-board LEDs? If the answer
is negative, the tool provides a program trace as a proof.

This analysis method also comes with a usability disad-
vantage; as with FSMGen above, generating the answer to a
What if question (the most complex from the point of view
of analysis) may take minutes or hours—generally speak-
ing, an interval of time longer than usual program compiling
times.

From Table 1, one thing is to note in particular: although
a fair number of tools implement the required algorithms
to extract explanations of application behaviour for a vari-
ety of sensor languages and platforms, not one tool makes a
suitable Intelligibility Toolkit—all have coverage limitations
in what regards explanation types or supported operating
systems and languages, and none is integrated with the pro-
gram development process in order to offer timely feedback
to the programmer or user. In the long term, we aim at
designing an Intelligibility Toolkit for TinyOS applications.



Table 1: Runtime and compile-time tools for program analysis of rule-based applications for embedded sensor
nodes, with pointers to the types of explanation they can offer

Explanation types (from [13])

Analysis tool
(language or platform)

Application
scope

Input, Output, Boolean What if, Why, e.g.

If the temperature reading is X, will the LED state become Y7

TOS2CProver [2]
(gcc for TelosB sensor

a single sensor
node

Q
£ (Yes/No; if No, with program trace showing why) platforms)
e
%’ Input, Output, Boolean What if, Why, e.g. T-Check [12] a network of
g« Can the sensor ever send message Z on the radio, regardless of the state (nesC for TinyOS) and sensor nodes
S of the network? (Yes/No, with program trace showing why) KleeNet [15] (Contiki C)
% Limited How to (see Fig. 1), e.g. FSMGen, finite-state a single sensor
What is the sequence of environmental events needed to put this node machine extraction [10] node
into a particular state? (nesC for TinyOS)
° What, e.g. Safe TinyOS, a network of
& The program encountered an operational exception; what are the truth ~ Neutron [4, 3] sensor nodes
'*E values of relevant assertions over relevant program variables now? (nesC for TinyOS)
S
Z Why eg. Interface contracts [1] a single sensor
<t It is reported that a driver API has been used incorrectly; how did this (nesC for TinyOS) node
happen?
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