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Motivation

« TCPis acomplex protocol, designed over 20 years
ago to provide a reliable data transfer service.

« The operation of TCP was originally specified in
RFC 793 using narrative descriptions, message
sequence diagrams and a FSM diagram.

 The original specification was then improved and
modified in a number of RFCs (1122,2525,2581...).

e The number of bugs reported in TCP in RFC 2525
spans 60 pages.

« TCP is used as the basis of new protocols, e.g.
DCCP
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Related Work (1978 - 1986)

Early work on modelling TCP Connection Management is mainly
confined to the connection establishment procedure and is based on
early versions of TCP, to which continuing changes were made.

1. Sunshine and Dalal (1978): Connection Management in Transport
Protocols. Computer Networks.

2. Schwabe (1981): Formal Specification and Verification of a
Connection Establishment Protocol. In Proc. Of the 7" Symposium
on Data Communications.

3. Kurose and Yemini (1982): The Specification and Verification of a
Connection Establishment Protocol using Temporal Logic. Protocol
Specification, Testing and Verification.

4. Lin (1986): Modelling a Transport Layer Protocol using First-order
Logic. In Proc. Of the ACM SIGCOMM Conf. on Communications
Architecture and Protocols.
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Related Work (1990 - 1997)

Work in the 1990’s considers both the connection establishment and
release procedures of TCP or a similar transport protocol. However,
none of the work models TCP in sufficient detail to faithfully reflect
the official TCP specification RFC 793 and 1122.

1. Mehrpour and Karbowiak (1990): Modelling and Analysis of DOD
TCP/IP Protocol Using Numerical Petri Nets. In Proc. IEEE Region
10 conf. on Computer Communication Systems.

2. Murphy (1990): Service Specification and Protocol Construction for
a Layered Architecture. PhD Thesis, University of Maryland, USA.

3. Murphy and Shankar (1991): Connection Management for the
Transport Layer: Service Specification and Protocol Verification.
IEEE Transactions on Communications.

4.  Smith (1996): Formal Verification of Communication Protocols.
Formal Description Techniques IX: Theory, Applications and Tools.

5.  Smith (1997): Formal Verification of TCP and T/TCP. PhD Thesis,
MIT, USA.
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Related Work (2001 - 2004)

Over the last few years, we have used Coloured Petri Nets to
formally specify and analyse TCP Connection Management based
on the official TCP specification.

1. Han and Billington (2001): An Analysis of TCP Connection
Management using Coloured Petri Nets. In Proc. 51" World Multi-
conference on Systemics, Cybernetics and Informatics.

2. Han and Billington (2002): Validating TCP Connection Management. j’f
In Proc. Workshop on Software Engineering and Formal Methods. ff

3. Billington, Gallasch and Han (2004): A Coloured Petri Net Approach vf"f
to Protocol Verification. Lectures on Concurrency and Petri Nets:
Advances in Petri Nets, LNCS 3098, pp 210-290.
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Contributions

« TCP model extended by including
retransmissions and lossy channels.

e Discuss different modelling approaches.
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TCP Segment Format

32 Bits

Source Port Destination Port

Sequence Number

Acknowledgment Number

U|A|P|R|S|F
bata Reserved RIC|S|S|Y | Window
Offset
G|K|H[T|N[N
Checksum Urgent Pointer
Options Padding
Data
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UniSA

Normal Connection Establishment

Client Server

CLOSED CLOSED

(active open) .
(passive open)

SYN_SENT
— SYN (ISS1) LISTEN
SYN_RCVD
ESTABLISHED
ACK (ISS1+1, 1ISS2+1)
ESTABLISHED
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UniSA

Simultaneous Connection
Establishment

TCP Entity 1 TCP Entity 2

CLOSED CLOSED

(active open)

SYN SENT SYN (ISS1) (active open)

sYN (1ss2) | sYN_SENT

SYNACK (1SS2, Iss1+1) | SYN_RCVD

SYN RCVD
- SYNACK (ISS1, 1SS2+1)

ESTABLISHED
ESTABLISHED
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UniSA

Normal Connection Release

TCP Entity 1 TCP Entity 2
(close)
FIN_WAIT_1 FIN (%, ¥)
CLOSE_WAIT
Ay (close)
FIN_WAIT_2 Ay LAST_ACK
TIME_WAIT
ACK (x+1, y+1)
CLOSED
CLOSED
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Simultaneous Connection Release

TCP Entity 1 TCP Entity 2
ESTABLISHED ESTABLISHED
(close)
(close)
FIN_WAIT_1 FIN (X, y)
FIN(v,x) | FIN_ WAIT 1
CLOSING ACK (y+1, x+1) CLOSING
ACK (x+1, y+1)
TIME_WAIT
TIME_WAIT
CLOSED
CLOSED
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Modelling Scope and Assumptions

Connection Management
procedures.

Five user commands: active
open, passive open, send,
close and abort.

Security and precedence are
always met.

Single connection instance
No sequence number wrap
Receive buffer is big enough

10 Oct 2004
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Data related modelling
Receive, Status
Security and Precedence §
Source Port
Destination port

Modular arithmetic
Window field and
Window related variables §
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TCP and i1ts Environment

The basic idea of modelling TCP is that we consider two peer TCP
entities, communicating over the Internet Protocol (IP) as well as
Interacting with their application processes.

/ User 1 User 2 \

N W,
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TCB

TCB 1

(CLOSED,
{RCV_NXT=0,
SND_NXT=0,
SND_UNA=0,
ISS=ISS_tcpl},
cls)

10 Oct 2004

A 1'P_Open
COMMAND

5| TCP Segments |-

Top Level Page: TCP Overview

User Commands

N T
H1_H2\

@

J

Transmission Control Block

L SEG
@4

Lossy_Channel2

[false]
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(CLOSED,
{RCV_NXT=0,
SND_NXT=0,
SND_UNA=0,
ISS=ISS_tcp2},
cls)
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UniSA

User Commands

color COMMAND =with A_Open | P_Open | Send | Close | Abort;
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UniSA

Modelling Transmission Control Block

The Transmission Control Block is modelled as a triple comprising
TCP state, a set of state variables and a listen status.

color STATE = with CLOSED |LISTEN | SYN_SENT |
SYN_RCVD | EST | CLOSE_WAIT |
LAST ACK | FIN_WAIT_ 1| FIN_ WAIT 2|
CLOSING | TIME_WAIT:

color SV =record RCV_NXT: Int *
SND_NXT: Int *
SND_UNA: Int *
|SS: Int;

color LISTENstat = with lis| cls;

color TCB = product STATE * SV * LISTENSstat;

10 Oct 2004 CPN’04 Workshop
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Modelling TCP Segments

TCP segment modelled by a record of sequence number,
acknowledgement number, segment type and an ACK flag.

color CTLbit =with SYN | RST | ACK | FIN;
color ACKflag = with on | off;
color SEG_CTL=product CTLbit * ACKflag;

color SEG =record SEQ: Int *
ACK: Int *
CTL: SEG CTL;
fun SYNseg(v:SV): SEG ={ SEQ=#ISY(v),
ACK=0,
CTL=(SYN,off)};

10 Oct 2004 CPN’04 Workshop

18



UniSA

Modular Organisation

How should the specification/model be organised?

Phase-based approach

Connection Establishment

Data Transfer
Connection Release

CLOSED

State-based approach
LISTEN SYN_SENT

SYN_RECEIVED ESTABLISHED FIN_ WAIT 1
FIN._WAIT 2
LAST_ACK

CLOSE_WAIT CLOSING
TIME_WAIT

Event Processing approach

User Commands
Segment Arrivals

Internal Timeout

10 Oct 2004
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UniSA

State-based Hierarchy Page

10 Oct 2004 CPN’04 Workshop
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~ Combined State/Event Processing Structure

« The CPN model contains a declarations page and
19 CPN pages.

« The 19 CPN pages are organised into 4 hierarchical
levels:

— 1st|level: TCP Overview

— 2"d |[evel: Event Processing

— 3'd]evel: User Commands
Segment Processing
Retransmissions

— 4% level: Command Pages
State Pages

10 Oct 2004 CPN’04 Workshop
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UniSA

COMMAND

HS

User_Commands

Event Processing Page

A A 4

Pl
TCB

P wo]

s

Segment_Processing <

s

> Retrans_Timeout

Each substitution
transition models
the processing of a
kind of event
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UniSA

COMMAND

User

Pl [

LA 4

Open

User Command Processing

HS

Close

s
7
S

HS

L > Abort
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Each substitution
transition models
the processing of a
kind of command
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Segment Processing Page

S|
CLOSED

e \
ﬁ
S
LISTEN

SYN_SENT .\

N ™

5

H

3

/ SYN_RECEIVED m
H
ESTABLISHED

El

\
J

Y

TCB A E
CCB> ‘ »|  FIN_WAIT 1 ~
[Pfwo] 4 s i )
N FIN_WAIT 2 ~ Each substitution
= transition models
\_ CLOSE_WAIT
— — h segment processing
N CLOSING | ~ for a particulal‘ state
vs]
N_ LAST_ACK ~
Hs |
\ TIME_WAIT

)

y SEG

\
\ SEG
Q @iEn Q #]
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S|
/ SEQ_Unacceptable \
m \
RST_Check
4 I R
TCB v Hs ]
CCBD ¢ > SYN_Check N
Plo] & R
S|
\ CK_Check
ACK ~
[hs)
. FIN_Check
— N
v SEG SEG
@ (o
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e Segment Processing Page (Alternative)

Each substitution
transition models
the processing of

part of a segment
for all states
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Retransmissions Page

[(s=SYN_SENT orelse . .
S=SYN_RCVD orelse Retransmission Counter
s=FIN_W1 orelse
s=LAST_ACK) andalso
n<Max(s)]

i - s,n+1 RetransSeg(s,v
(v Timeout_Retrans G+ 9(s.)

e g < <) ™

(s.n)

[n<MaxRetransFIN1-m]

CLOSING,v,i -
( ) Closing_Retrans (CLOSING,n+1) FINretrans(v)

>
i ) q./ )
(CLOSING,n) \
o . SEG
cs EN_wLm) 1(SYNROVD, O+
@ P@E‘qu 1°(FIN_W1,0)++ e P | out]
(FIN_W1,m) 1'(LAST_ACK,0)++
Plluo] & 1°(CLOSING,0) 'y
\\ (CLOSING,v,i) »| Closing_Abort (CLOSING,0) J/ RSTseg(v) /
<
(CLOSED, [n=MaxRetransFIN1-m] (CLOSING,n)
{RCV_NXT=0,
SND_NXT=0,
SND_UNA=0,
1SS=0},cls)
[s=SYN_SENT orelse
s=SYN_RCVD orelse
s=FIN_W1 orelse
s=LAST_ACK]
kk (s,V,i) > Abort P (s,0) // RSTseg(v) /
(CLOSED, (s,Max(s))
{RCV_NXT=0,
SND_NXT=0,
SND_UNA=0,
1SS=0},cls)
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UniSA

Comparison of Approaches

Places | Substitution | Executable | Length of | Functions
Transitions | Transitions |Declarations

State-

Based 7 13 107 70 lines 8

Model

Event- 4 15 37 234 lines 23

Based

Model
Model in V4 19 97 79 lines 10
this paper

10 Oct 2004
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UniSA

Modelling Identical Protocol Entities with
Page Instances

Benefits

« Almost halves number of
transitions

 Reduces the time of
— syntax checking

— switching from the editor
to the simulator

— switching to the
occurrence graph analyser
 Saves time and effort in
debugging and maintaining
the model

Problems

Instantiating different
values of parameters of
otherwise identical protocol
entities, e.g.
— Initial sequence numbers
— Initial states

— Maximum number of
retransmissions
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UniSA

Two Ways of Modelling Initial Seqg
Numbers

uence

.- (CLOSED,

Static

(CLOSED, (CLOSED ‘ - i ’ { R CV_N XT:0 !
SND_NXT=0, +ISS_tcp2is a
R o SND_UNA=0, .-~ constant
1ISS=ISS_tcp2},
cls)
Dynamic

(CLOSED,
{RCV_NXT=0,
SND_NXT=0,
SND_UNA=0, _.-~
1ISS=ISS()}; "
cls)

_vISS()is arandom

number function

10 Oct 2004 CPN’04 Workshop
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UniSA

Conclusions

 Created a CPN of TCP Connection Management

— Attempts to capture TCP’s behaviour as defined in the
official TCP specification (RFCs 793 and 1122)

— Includes retransmissions for SYN, SYNACK and FIN
— Considers lossy (or lossless) re-ordering medium

« Different modelling approaches are discussed
— modular organisation (phase, state, event)

— modelling identical protocol entities with different initial
parameters (e.g. initial sequence numbers).

e Future

— Precedence and security
— Data transfer

— Further analysis (including Old duplicates)
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